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E X E C U T I V E  S U M M A R Y

When you think about government surveillance 
in the United States, you likely think of the 
National Security Agency or the FBI. You 
might even think of a powerful police agency, 
such as the New York Police Department. 
But unless you or someone you love has been 
targeted for deportation, you probably don’t 
immediately think of Immigration and Customs 
Enforcement (ICE). 

This report argues that you should. Our two-
year investigation, including hundreds of 
Freedom of Information Act requests and a 
comprehensive review of ICE’s contracting and 
procurement records, reveals that ICE now 
operates as a domestic surveillance agency. Since 
its founding in 2003, ICE has not only been 
building its own capacity to use surveillance to 
carry out deportations but has also played a key 
role in the federal government’s larger push to 
amass as much information as possible about 
all of our lives. By reaching into the digital 
records of state and local governments and 
buying databases with billions of data points 
from private companies, ICE has created a 
surveillance infrastructure that enables it to pull 
detailed dossiers on nearly anyone, seemingly at 
any time. In its efforts to arrest and deport, ICE 
has—without any judicial, legislative or public 
oversight—reached into datasets containing 
personal information about the vast majority of 
people living in the U.S., whose records can end 
up in the hands of immigration enforcement 
simply because they apply for driver’s licenses; 

drive on the roads; or sign up with their 
local utilities to get access to heat, water and 
electricity. 

ICE has built its dragnet surveillance system 
by crossing legal and ethical lines, leveraging 
the trust that people place in state agencies 
and essential service providers, and exploiting 
the vulnerability of people who volunteer their 
information to reunite with their families. 
Despite the incredible scope and evident 
civil rights implications of ICE’s surveillance 
practices, the agency has managed to shroud 
those practices in near-total secrecy, evading 
enforcement of even the handful of laws and 
policies that could be invoked to impose 
limitations. Federal and state lawmakers, for the 
most part, have yet to confront this reality. 

This report synthesizes what is already known 
about ICE surveillance with new information 
from thousands of previously unseen and 
unanalyzed records, illustrating the on-the-
ground impact of ICE surveillance through 
three case studies—ICE access to driver 
data, utility customer data and data collected 
about the families of unaccompanied children. 
The report builds on, and would not have 
been possible without, the powerful research, 
organizing and advocacy of immigrant rights 
organizations like CASA, the Immigrant 
Defense Project, Just Futures Law, Mijente, the 
National Immigration Law Center (NILC), 
Project South and the American Civil Liberties 
Union (ACLU) of Northern California (among 
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many others), which have been leading the effort 
to expose and dissever ICE’s American dragnet. 

A .  F I N D I N G S

ICE surveillance is broader than people 
realize. It is a dragnet.
Most Americans probably do not imagine 
that their information is captured by ICE’s 
surveillance networks. In fact, ICE has used  
face recognition technology to search through 
the driver’s license photographs of around  
1 in 3 (32%) of all adults in the U.S. The agency 
has access to the driver’s license data of 3 in 4 
(74%) adults and tracks the movements of cars 
in cities home to nearly 3 in 4 (70%) adults. 
When 3 of 4 (74%) adults in the U.S. connected 
the gas, electricity, phone or internet in a new 
home, ICE was able to automatically learn their 
new address. Almost all of that has been done 
warrantlessly and in secret.

ICE built its surveillance dragnet by tapping 
data from private companies and state and 
local bureaucracies.
For most of its history, immigration enforcement 
in the United States was a small data affair, 
relying primarily on ad hoc tips and information 
sharing agreements with state and local law 
enforcement agencies. After 9/11, ICE paired 
those programs with much broader initiatives, 
tapping vast databases held by private data 
brokers as well as state and local bureaucracies 
historically uninvolved with law enforcement. 
Through those initiatives, ICE now uses 
information streams that are far more expansive 
and updated far more frequently, including 
Department of Motor Vehicle (DMV) records 
and utility customer information, as well as call 
records, child welfare records, credit headers, 
employment records, geolocation information, 
health care records, housing records and social 
media posts. Access to those new data sets, 

combined with the power of algorithmic tools 
for sorting, matching, searching and analysis has 
dramatically expanded the scope and regularity 
of ICE surveillance.

ICE has scanned the driver’s 
license photos of 1 in 3 adults.

ICE has access to the driver’s 
license data of 3 in 4 adults.

ICE tracks the movements  
of drivers in cities home to  
3 in 4 adults.

ICE could locate 3 in 4 adults 
through their utility records.

ICE has invested heavily in surveillance and has 
acquired advanced surveillance technology far 
earlier than people realize. 

A review of over 100,000 spending 
transactions by ICE reveals that the agency 
spent approximately $2.8 billion between 
2008 and 2021 on new surveillance, data 
collection and data-sharing initiatives. Those 
transactions also reveal that ICE was building 
up advanced surveillance capacities roughly 
half a decade earlier than previously known. 
Until now, the earliest records obtained by the 
Center on Privacy & Technology suggested 
that ICE began requesting and using face 
recognition searches on state and local data 
sets in 2014. However, our research uncovered 
a contract from 2008 between ICE and the 
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biometrics contractor L-1 Identity Solutions. 
The contract enabled ICE to access the Rhode 
Island motor vehicle department’s face 
recognition database to “recognize criminal 
aliens.” That places the first known ICE face 
recognition searches during the waning days 
of the George W. Bush administration. 

ICE exploits people’s vulnerability and trust in 
institutions to get its hands on more data.
To locate its targets, ICE takes data that people 
give to state and local agencies and institutions 
in exchange for essential services. ICE often 
accesses that data without the permission or 
even awareness of the entity that originally 
collected the information. ICE has also taken 
advantage of the vulnerability of unaccompanied 
children seeking to reunite with their families.

•	 ICE leverages people’s trust in state 
DMVs to target deportations.
Across the country, 16 states and 
Washington, D.C. have allowed 
undocumented people to apply for driver’s 
licenses, provided that they volunteer a range 
of personal information including their 
legal names, dates of birth and addresses. 
Hundreds of thousands of undocumented 
people have trusted state DMVs with that 
information to apply for driver’s privileges. 
However, in at least five of those 17 
jurisdictions, ICE can warrantlessly search 
through state driver records for the purpose 
of civil immigration enforcement. In at 
least six of those 17 jurisdictions, ICE has 
used face recognition to scan drivers’ license 
photographs to carry out deportations. 
When undocumented drivers apply for 
licenses, they place a significant amount 
of trust in the state that their information 
will not be used against them. Allowing 
ICE to use driver records for immigration 

enforcement purposes is a profound betrayal 
of that trust.

•	 ICE leverages people’s need for water,  
gas, electricity, phone and internet to target 
deportations. 
In addition to pulling DMV data, ICE 
also buys and searches customer records 
from utility companies to locate people for 
deportation. The agency has been able to 
access information from utility records by 
contracting with Thomson Reuters, a private 
data broker. While undocumented people may 
avoid sharing their information with entities 
like DMVs, it creates extreme hardship when 
people cannot connect their homes with 
water, gas, electricity, phone and internet. 
“For people who are not easily traceable 
via traditional sources,” a Thomson Reuters 
marketing letter reads, “locator information 
from utility hookup records may provide the 
only current and accurate address and phone 
number data available.” By contracting with 
private data brokers, ICE has been able to 
access utility record information belonging to 
over 218 million utility customers across all  
50 states and the district.

•	 ICE used interviews with 
unaccompanied children to find and 
arrest their family members. 
In the last two decades, the number of 
unaccompanied children fleeing violence 
and poverty by crossing the U.S. border 
has risen by an order of magnitude. When 
children arrive at the border, they are 
suffering physical and emotional trauma. 
Congress has tried to protect those children 
by enacting bipartisan legislation to transfer 
the responsibility for their care away from 
law enforcement and to the U.S. Department 
of Health and Human Services (HHS). 
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To find proper placements for the children, 
HHS interviews them about any potential 
family members in the U.S. who could 
care for them. But in perhaps the starkest 
example of ICE exploiting the trust of 
vulnerable people, the agency entered into an 
information-sharing agreement with HHS to 
use the information these children and their 
family members shared to find and arrest at 
least 400 of those family members. While 
Congress later used an appropriations rider to 
partly end the program and U.S. Department 
of Homeland Security (DHS) Secretary 
Alejandro Mayorkas has since formally 
rescinded it, this arrangement illustrates the 
lengths that ICE has been willing to go to 
find information on potential targets.

ICE exploits people’s trust 
and vulnerability to get its 
hands on more data.

ICE surveillance has evaded congressional 
oversight. 
Most congressional leaders did not learn about 
ICE face recognition scans of DMV photos 
until The Washington Post ran an exposé on the 
practice, reporting on records obtained by the 
Center on Privacy & Technology. This exposé 
ran in 2019, over a decade after ICE penned its 
first known face recognition contract in 2008 for 
access to the Rhode Island driver database. The 
fact that ICE was conducting face recognition 
scans on driver’s license photos came as a shock 
to senior lawmakers—even those with the 
greatest insight into DHS activities. On learning 
of the face scans, Rep. Zoe Lofgren,  
the longtime chair of the House Judiciary 

Subcommittee on Immigration and Citizenship, 
denounced the practice as “a massive, 
unwarranted intrusion into the privacy rights 
of Americans by the federal government, done 
secretly and without authorization by law.” ICE’s 
surveillance initiatives have regularly flown 
under Congress’ radar. While a few political 
leaders have pressed ICE in oversight letters 
and used appropriations riders to end the most 
aggressive of ICE’s actions, to date there has 
not been one full congressional hearing or 
Government Accountability Office (GAO) 
report focused on ICE surveillance.

State authorities are largely unaware of ICE’s 
surveillance of residents.
State lawmakers are almost always entirely 
unaware of ICE surveillance in their states 
and typically learn about the agency’s actions 
from the news. When Rep. Angela Romero 
of Utah learned that ICE and the FBI had 
searched through driver’s records in her state, 
she responded as many lawmakers do when 
information about ICE surveillance comes to 
light: “[T]his has never been shared with us 
before and the Legislature hasn’t approved it.” 
The lack of awareness from political leaders 
is compounded by state agencies’ failure to 
control or track ICE access to residents’ data. 
In Maryland, for example, when lawmakers 
asked two state agencies—the Maryland 
State Police and the Maryland Motor Vehicle 
Administration—for information about ICE 
searches of Maryland driver’s license data, the 
agencies each disclaimed responsibility and 
referred to the other as the ultimate custodians 
of information about ICE’s access. 

ICE has evaded state laws and lawmakers’ 
efforts to rein in its surveillance capabilities. 
When state officials enact laws and policies to 
cut off their states’ data sharing with ICE, ICE 
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regularly evades those restrictions—often by 
using alternative points of access within the 
complex web of systems connecting state and 
federal databases. In Washington, Governor Jay 
Inslee enacted a statewide policy to limit state 
agency cooperation with ICE only to discover 
that state licensing officials were routinely 
violating that policy. When state officials cut 
off ICE’s access to a state-run driver database, 
previously unseen records show that DHS 
searches of a separate network of driver data—
one not operated by the state—nearly doubled. 
In Oregon, soon after lawmakers passed a law 
cutting off state data disclosures to ICE, the 
Oregon DMV signed agreements to sell its 
driver’s license records to Thomson Reuters and 
LexisNexis Risk Solutions, the two primary 
data brokers that sell ICE access to driver 
information. 

ICE surveillance deters people from  
accessing essential services.
Historically, the “chilling effects” of  
government surveillance refer to the way in 
which surveillance deters individuals from 
engaging in activities that the First Amendment 
protects, such as freedom of speech and 
assembly. But a growing body of research 
suggests that fear of ICE surveillance also deters 
immigrants and their families from participating 
in a broad range of activities necessary for health 
and well-being not only of individuals, but of the 
communities of which they are part. Concern 
about ICE surveillance often leads individuals to 
avoid placing their information in government 
systems, even if those systems are unrelated to 
law enforcement. That fear inhibits people from 
enrolling in services critical for their own health 
and the health of their children. It also deters 
people from engaging with the legal system, 
such as by reporting crimes or testifying in court.

B .  R E C O M M E N D A T I O N S

Congress
•	 Congress should reform U.S. immigration 

laws to radically reduce the number of 
people who can be subjected to deportation.
The best and ultimately perhaps the only way 
to take apart ICE’s dragnet is to take apart 
the laws on the basis of which the executive 
branch targets hundreds of thousands of 
people for deportation every year. Congress 
could significantly reduce the number 
of people subject to deportation by—for 
example—creating a pathway to citizenship 
for undocumented people, dramatically 
reducing the grounds of removability that 
are based on criminal legal involvement, 
and by enacting a statute of limitations on 
deportations. While those reforms do not 
address surveillance itself, they are the most 
direct way to undercut ICE surveillance 
authority.

•	 Congress should protect people who trust 
the federal government with their data.
The federal government runs a range of 
programs that effectively ask undocumented 
people to out themselves and entrust the 
federal government with their personal 
information. A few examples of those 
programs include the Deferred Action for 
Childhood Arrivals (DACA) program, the 
IRS’s use of individual taxpayer identification 
numbers and the U and T visas available 
to victims of certain crimes. It is unethical 
and arguably a violation of due process to 
use those programs as honeytraps for the 
undocumented. Congress could easily create 
a wraparound statute protecting that kind of 
data. Congress could model the wraparound 
statute on the federal laws protecting the 
confidentiality of census data, which prohibit 



6American Dragnet

the use of census data for nonstatistical 
purposes and broadly mandate that “[i]n 
no case shall information furnished [to the 
Census Bureau] be used to the detriment 
of any respondent or other person to whom 
such information relates.”

Congress could model a law 
to protect data volunteered 
by undocumented 
immigrants after Census 
confidentiality statutes.

Until the passage of such a wraparound 
statute, Congress could protect information 
held in specific programs via piecemeal 
amendments to relevant statutes or 
appropriations riders. For its part, DHS could 
enact those protections as a matter of policy. 

•	 Congress should stop ICE’s use of DMV 
data as a deportation gold mine.
Congress passed the Driver’s Privacy 
Protection Act (DPPA) years before the 
modern era of mass deportation. ICE  
has not hesitated to use the broad  
carve-outs for government access in the 
DPPA to warrantlessly scan the driver’s 
license photographs belonging to millions of 
Americans and to search through the address 
information of most U.S. residents provided 
on their driver’s records. Congress should 
update the DPPA to prohibit (or require a 
warrant or court order for) any use of DMV 
data for immigration enforcement purposes.

•	 Congress should conduct aggressive 
oversight of ICE surveillance.
Committee and subcommittee chairs do 
not need a majority or supermajority vote 
to compel ICE to answer for the massive 
expansion of its surveillance initiatives 
and the vast secrecy that surrounds them. 
ICE surveillance raises a wide range of 
fundamental constitutional concerns about 
everything from commerce to federalism, 
and each chamber of Congress has multiple 
committees and subcommittees that could 
lead aggressive oversight of the agency. 
Potential subjects for hearings or a GAO 
report include: (1) how and why ICE evades 
state laws protecting the data of drivers and 
other residents; (2) how ICE’s reliance on 
data brokers limits public scrutiny and helps 
the agency evade statutory and constitutional 
privacy protections; and (3) how ICE 
currently uses biometrics, including face 
recognition, fingerprints and DNA, and 
how it plans to use them in the future. A 
more complete list can be found in the 
Recommendations section.

DHS & ICE
•	 ICE should end all dragnet surveillance 

programs, including the use of 
face recognition on DMV data for 
immigration enforcement.
All of ICE’s surveillance programs should 
be subjected to piercing scrutiny. However, 
ICE should immediately terminate all 
dragnet surveillance programs—both ICE 
led and obtained from data brokers—which 
indiscriminately collect data on as many 
people in the U.S. as possible. Programs that 
ought to be characterized as this type of 
especially problematic dragnet surveillance 
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include at least (1) the practice of scanning 
driver’s license photos for immigration 
enforcement purposes; (2) the bulk collection 
of address information and other records 
from DMVs and utility companies; (3) the  
bulk collection of license plate photos 
capturing the movement of drivers in major 
US metropolitan areas; (4) the purchase of 
large datasets from private data brokers. 

•	 ICE should stop using water, heat, light, 
phone and internet records to carry out 
deportations.
People need heat, water and electricity 
to survive. They require phone lines for 
emergencies and internet access to work and 
attend school. DHS should not wait until 
immigrants begin cutting off those services 
for fear of deportation before issuing a clear 
prohibition against the use of utility records 
for immigration enforcement. 

States
•	 States should protect people who trust state 

and local governments with their data. 
Of the 17 jurisdictions that offer 
undocumented residents the ability to apply 
for driver’s licenses, seven have passed laws 
seeking to protect against warrantless ICE 
searches and face scans of drivers’ data and 
photos. Unfortunately, few states have enacted 
truly comprehensive restrictions on ICE 
access to driver data. These statutes should: 
(1) focus on the data, not the custodian of 
that data; (2) focus on the purpose of the 
sharing, not the recipient; (3) protect against 
all forms of information sharing; (4) not 
distinguish between “civil” and “criminal” 
immigration enforcement; (5) ensure that 
face recognition is clearly encompassed in 
these restrictions; and (6) eliminate blanket 
exceptions for “law enforcement” access to 
state or locally held data. 

State lawmakers have 
a major role to play 
in protecting their 
constituents against 
warrantless ICE 
surveillance.

•	 States should prohibit the use of water, gas, 
electricity, phone and internet records for 
immigration enforcement. 
State and local authorities should prohibit 
the disclosure, sale or resale of this data for 
immigration purposes. Again, while a few 
states have good standards that apply to a 
specific utility (e.g., gas or electricity), not 
one has enacted meaningful wraparound 
privacy protections for customers of all utility 
services. In enacting these protections, state 
and local authorities should: (1) restrict 
disclosure to data brokers, not just the 
government; (2) avoid blanket carve-outs  
for credit reporting and evaluation;  
(3) protect against all forms of disclosure; 
and (4) be sure to protect customer addresses. 
Of all laws available, Connecticut laws 
governing the privacy of information 
held by gas companies likely represent 
the most protective standard to date.

•	 States should structure their systems to track 
ICE access and closely audit that access. 
Any state database administrator must be 
able to answer two questions: Does ICE  
have access to this database? If so, how and 
why has ICE accessed it? In the third decade 
of the 21st century, there is no excuse for a 
state or local government to build a 
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database containing sensitive data without 
ensuring that the system carefully logs the 
times and frequency of user logins, as well 
as their searches and search results. State 
and local authorities should regularly audit 
these databases to determine whether, how 
and how often ICE is accessing them. 
If authorities do not run those audits on 
their own, legislators should send oversight 
letters to state agencies and hold oversight 
hearings to compel agency officials to do so. 



9American Dragnet

I N T R O D U C T I O N :  R O B E R T  B Y R D  A N D  J O S É  H E R N A N D E Z

On Nov. 19, 2002, the bill to create the DHS 
came up for a final vote in the U.S. Senate. It 
had so far received little opposition. In the words 
of its leading opponent, the Homeland Security 
Act was “barrelling through Congress like a 
Mack truck, threatening to run over anyone who 
dares stand in its way.”1

That critic was not the liberal lion Ted Kennedy, 
nor was it Russ Feingold of Wisconsin, the 
senator who cast the sole vote against the USA 
PATRIOT Act upon its passage, 98-1, a year 
earlier.2 Rather, the voice of opposition belonged 

to Senator Robert Byrd of West Virginia, a 
man who had devoted decades of his career 
in Congress to building precisely the kind of 
federal bureaucracy that the bill would create.3 

Perhaps the senator was worried that the sudden 
reorganization of dozens of federal agencies 
and over 150,000 employees under one new 
department would loosen his grip on those 
bureaucracies and the jobs they brought to his 
state. Across a half-century in Congress, Byrd 
had systematically steered federal facilities to his 
home state, including military training centers 

Sen. Robert Byrd holds a copy of the Homeland Security Act of 2002 while arguing against the legislation. (Photo: C-SPAN 2)
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and the FBI fingerprint lab. In the coming years, 
he would eventually move the Coast Guard’s 
National Maritime Center to landlocked 
Martinsburg, West Virginia.4 

Senator Byrd warned of a 
program that would “peer 
into the daily transactions 
and private lives of every 
American.”

Yet, that’s not what Byrd talked about when 
he savaged the bill on the floor of the Senate.5 
Instead, he dismissed out of hand the primary 
rhetorical justification for the bill—that is, the 
idea that the bill was responding to an urgent 
national security need. The law enforcement 
officials charged with defending the country 
were already “out there … right now, right 
today,” he explained.6 He also rejected the 
suggestion that the bill was necessary to pay for 
domestic security, pointing out that Congress 
had approved $5.1 billion in emergency 
spending earlier that year, which President 
George W. Bush had declined to sign into law.7

Instead, Byrd issued a warning: The Homeland 
Security Act was an “enormous grant of power 
to the executive branch.”8 The DHS would 
function as “a massive chamber of secrets” 
immune to transparency, internal auditing and 
external oversight.9 The bill would empower the 
president “without any real mechanism to ensure 
those powers are not abused.”10

In his darkest admonition, Byrd said that  
the result of this secrecy and impunity would 
be dragnet surveillance.11 He had previously 
cautioned that the bill gave the Secretary  
of DHS “almost unlimited access to  
intelligence . . . without adequate protections 
against misuse” of that data.12 On Nov. 19, he 
put it bluntly: “The [White House] told us 
it is not planning to create a new domestic 
spy agency in the United States,” and yet the 
bill would authorize a Pentagon program 
that would “peer into the daily transactions 
and private lives of every American.”13

That afternoon, Byrd’s colleagues voted  
90 to 9 in favor of the Homeland Security Act.14 
When asked why he had so fervently opposed a 
bill he knew would pass, Byrd answered:  
“[T]he matter is there for a thousand years 
in the record. I stood for the Constitution. I 
stood for the institution. If it isn’t heard today, 
there’ll be some future member who will 
come through and . . . comb these tomes.”15
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José Santos Quintero Hernandez and Maribel 
Cortez have been married for 22 years. They met 
in the U.S. after emigrating separately from El 
Salvador, fleeing violence and what Hernandez 
described as certain death.16 The couple had led 
a quiet life, raising five children in Rockville, 
Maryland, a suburb less than one-hour’s drive 
from the U.S. Capitol.17

One morning in early February 2020, a 
little over 17 years after Byrd’s remarks, the 
Hernandez family got a knock at their door. 
One of the children opened it. The kids watched 
as ICE agents entered the house, arrested their 
father and took him away. 

There are millions of undocumented people 
in the U.S. How did ICE come to arrest 

Hernandez? Had he just arrived and missed 
a court date? No, he had been living here for 
decades. Had he come to ICE’s attention through 
local law enforcement? No, neither Hernandez 
nor Cortez had ever had any encounters with the 
police or immigration enforcement. 

No, the agents explained to Hernandez as they 
walked him to their car. They found him because 
he had recently obtained a Maryland driver’s 
license. They used the information he gave to the 
Maryland Motor Vehicle Administration to find 
him, arrest him, lock him up in an immigration 
detention center and start deportation 
proceedings against him.18

Later that month, The Washington Post and 
The Baltimore Sun revealed that, in addition to 

José Santos Quintero Hernandez of Rockville, Maryland in front of CASA headquarters in Adelphi, Maryland. 
(Photo: Alex Vazquez, CASA)



1 2American Dragnet

searching through Maryland drivers’ personal 
information—their names, addresses and dates 
of birth—ICE had also been scanning Maryland 
drivers’ faces and conducting face recognition 
searches on their license photos. Those  
warrantless searches were not restricted to 
undocumented immigrants or other applicants for 
what are called “standard” licenses; ICE had been 
logging into a state face recognition database and 
scanning the faces of the state’s drivers, which 
totaled more than 4 million people.19

Maryland lawmakers were shocked—particularly 
those who had led the effort in 2013 to allow 
undocumented residents to apply for licenses. 
Delegate Joseline Peña-Melnyk of Prince 

“We didn’t know. We could 
have gotten it right in the 
beginning if we knew.”

George’s County was distraught to learn ICE 
was tracking down Maryland immigrants using 
a program she had supported. “It breaks your 
heart,” she told The Washington Post. “We 
didn’t know. We could have gotten it right in 
the beginning if we knew.”20 To this day, state 
officials seem to have no idea how many times 
ICE has scanned the faces of Maryland drivers.21 

Del. Joseline Pena-Melnyk. (Photo by Danielle E. Gaines and MarylandMatters.org)
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What happened to Hernandez—and what 
happened in Maryland—is not unique. These 
discoveries are part of a common pattern. ICE 
quietly runs face recognition scans not just 
on Marylanders and not just on immigrants 
but on millions of drivers across the country.22 
ICE has also paid a data broker to gain access 
to a trove of license plate photos logging the 
daily movements of drivers in the 50 largest 
metropolitan areas in the U.S.23 ICE also paid 
a separate data broker for the ability to search 
address records held by water, gas, electric, phone 
and cable companies, such that the moment a 
family, immigrant or native-born, moves into a 
new home and connects the water or turns on 
the lights, ICE can track them down.24 When 
children arrived alone at the border, ICE even 
used information from interviews with these 
children to find, arrest and deport their family 
members.25 

ICE consistently paints itself as an agency 
whose efforts are “focused” and “targeted” 
against specific individuals or limited groups 
of people, but those discoveries uncover a 
much different story.26 When ICE uses bulk 
data from sources like driver’s license records 
and utility customer information or engages in 
regular monitoring of a vast majority of people 
in the U.S., the relationship between ICE’s 
supposed law enforcement purpose and its 
actual law enforcement practices begins to seem 
quite attenuated. Rather than being tailored or 
limited in any meaningful way, present day ICE 
surveillance is a sweeping dragnet.

The full reach of ICE’s surveillance dragnet still 
remains secret. Press coverage offers snapshots 
of specific initiatives, often with little distinction 
between programs run by Customs and Border 
Protection (CBP) and those ICE operates. 
Few privacy advocates think of immigration 

enforcement as a site of large-scale surveillance, 
while immigrant rights advocates and organizers, 
overwhelmed with the work of resisting mass 
deportation themselves, often lack the resources 
to investigate the surveillance programs that 
are fueling the system. For its part, Congress 
has yet to devote a full oversight hearing to 
ICE surveillance. As a result, basic questions 
about ICE’s surveillance arsenal have gone 
unanswered:

•	 How often does ICE search through driver 
information held by state DMVs?

•	 How many people have had their faces 
scanned by ICE? 

•	 How many people have had their addresses 
sold to ICE as a result of connecting their 
water, electricity, gas, telephone or cable, and 
how exactly did ICE obtain that data?

•	 Why did ICE suddenly amass this arsenal, 
when its predecessor, the Immigration and 
Naturalization Service (INS), made few 
major technology investments?

•	 Does the law allow this surveillance, and if 
so, why? 

This report, the product of a two-year 
investigation involving over 200 Freedom of 
Information requests, a review of over 100,000 
ICE procurement transactions and a series of 
comprehensive legal surveys, fills many of those 
gaps. It explains the historical and legal context 
that has allowed ICE to create its dragnet and 
offers policymakers and advocates a frame 
through which to understand it. The report 
also illustrates the reach of ICE surveillance 
through case studies on ICE’s use of:  
(1) DMV data and photos, (2) utilities data 
and (3) interview data from unaccompanied 
children detained at the border. 
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The results of our investigation paint a stark 
picture of dragnet surveillance, indicating that 
ICE has used face recognition technology to 
scan the driver’s license photographs of 1 in 3 
adults, has access to the driver’s license data of 
3 in 4 adults, is able to track the movements of 
drivers in cities home to 3 in 4 adults and could 
locate 3 in 4 adults through their utility records. 
Secrecy, impunity, dragnet surveillance—19 years 
after Byrd stood in the well of the U.S. Senate 
and declaimed against the Homeland Security 
Act, his warning has come to pass.27 

ICE has scanned the driver’s 
license photos of 1 in 3 adults.

ICE has access to the driver’s 
license data of 3 in 4 adults.

ICE tracks the movements  
of drivers in cities home to  
3 in 4 adults.

ICE could locate 3 in 4 adults 
through their utility records.

This report is not the first to describe ICE’s 
surveillance dragnet. For years, organizations 
like CASA, the Immigrant Defense Project, Just 
Futures Law, the Legal Aid Justice Center, Make 
the Road, Mijente, the NILC, the National 
Immigrant Justice Center (NIJC), the ACLU, 
Project South and dozens of others have warned 
of, and advocated against, ICE surveillance. 
This report is the first, however, that attempts 

to quantify the reach of ICE surveillance into 
“the daily transactions and private lives of every 
American,” as Byrd predicted. Based on this 
new research and analysis, the report calls upon 
Congress to investigate and conduct oversight 
into ICE surveillance, and it offers policymakers 
and communities a set of concrete suggestions 
for taking apart this American dragnet. 

A .  S C O P E  A N D  M E T H O D O L O G Y

1. Scope
Almost all of DHS’s immigration control and 
enforcement operations have gone high tech, 
not just those run by ICE. Those systems are 
complex and interconnected, making it difficult 
to get a clear picture of any one agency’s 
surveillance capacity.28 This report focuses 
specifically on ICE, the agency charged with 
enforcing immigration law within the interior 
of the U.S. It does not touch upon, for example, 
the surveillance capacities of CBP, whose 
responsibilities include vetting travelers arriving 
from abroad and interdicting people entering the 
country without inspection at the border. The 
report is concerned with ICE’s technical and 
legal ability to identify and target people inside 
the country for deportation, explaining how 
interior immigration enforcement has undergone 
profound yet often little-noticed transformations 
in the 21st century.

The report begins by offering a framework 
to understand the transformation of ICE 
surveillance. It then presents three case studies 
on different ICE surveillance initiatives. Two 
of those case studies—ICE’s accessing state 
DMV databases and private utility customer 
records—illustrate ICE’s reach beyond state 
and local law enforcement systems into records 
created by a much wider range of state and local 
government agencies. Those records encompass 
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the majority of a state’s adult population and 
do not distinguish (in some cases because law 
or policy prohibits distinguishing) between 
people on the basis of immigration status. The 
third case study, which describes ICE’s use of 
information collected from unaccompanied 
immigrant children arriving at the border, 
underscores ICE’s brazen refusal to observe basic 
legal and ethical norms and how contemporary 
understandings of chilling effects fail to capture 
to full scope of the harms of surveillance.

2. Methodology
To place ICE surveillance within a legal and 
historical context, the authors and approximately 
a dozen supporting researchers, including Center 
staff and fellows, Georgetown Law students 
and Georgetown University undergraduates, 
employed a range of research methods. 

First, we filed over 200 Freedom of 
Information requests with state and local 
entities. Those requests fell into three 
categories:

•	 51 requests to the DMVs for all 50 states 
plus Washington, D.C., focusing on the 
DMVs’ use of face recognition systems and 
their disclosure of driver information to  
data brokers;

•	 60 requests to the nation’s largest municipal 
gas, water and electric utilities, focusing on 
their disclosure of customer information to 
ICE and to data brokers; and

•	 102 requests to the DMVs and lead state 
law enforcement agencies in all 50 states 
plus the district focusing on ICE’s queries to 
their employees and via direct access to those 
entities’ databases.

Those requests resulted in more than 9,000 
pages of responsive documents. Our Appendix 

includes the model language for each of those 
requests. We informed our review of those 
responses with a separate survey of agency, 
congressional, and other reports and regulatory 
filings regarding INS’ and ICE’s approaches to 
interior enforcement. 

Second, we conducted three separate legal 
surveys to understand the existing landscape of 
state and federal laws reining in ICE access to 
different kinds of data. These included:

•	 a survey of privacy laws applicable to gas, 
water, electric, cable and phone companies in 
all 50 states plus the district; 

•	 a survey of state privacy laws for driver data 
held in the 17 jurisdictions (16 states plus 
the district) that offer driver’s licenses or 
privilege cards to undocumented residents; 
and

•	 a survey of federal privacy laws, including the 
DPPA and federal privacy laws applying to 
cable and phone providers.

Third, to estimate ICE’s surveillance capacities 
and investments, we reviewed every publicly 
available ICE procurement transaction 
listed on USAspending from 2008 to 2021, 
which totaled over 100,000 transactions. 
That involved an initial review to manually 
identify surveillance, data collection and data-
sharing investments, followed by a second 
review aided by an algorithm trained on those 
known surveillance-related transactions. 
For more information on our use of process 
to identify ICE surveillance transactions 
and a detailed overview of our procurement 
review methodology, see the Appendix. 

Fourth, we conducted a public source survey 
of all information regarding the Thomson 
Reuters CLEAR database, the LexisNexis 
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Accurint database and the data broker Equifax 
to better understand how those entities secured 
access to customer address information held 
by utilities companies. Our research revealed 
that those companies were likely tapping 
into data held by a little-known trade group, 
the National Consumer Telecom & Utilities 
Exchange (NCTUE)—likely unbeknownst to 
millions of people whose data that organization 
held. We felt ethically bound to disclose that 
information as soon as possible and so released 
the information to The Washington Post in 
February 2021.29 The publication of our findings, 
combined with the advocacy of Just Futures Law 
and Mijente, led Senator Ron Wyden of Oregon 
to push NCTUE to cease the sale of over 170 
million utility customers’ names, addresses and 
other personal information.30 As a result of  
these efforts, NCTUE instructed Equifax in  
October 2021 to end the sale of this data.31

Fifth, to understand the harms this surveillance 
caused, we reviewed sociological and other 
scholarly literature on the impact of modern, 
data-driven immigration enforcement on the 
everyday lives of immigrants: their willingness to 
go to the doctor, to take their kids to school or to 
allow them to play on a public playground. That 
evidence-based and peer-reviewed research offers 
critical insight into the impact of surveillance 
and is not often taken into account in modern 
policy making around surveillance.

Finally, before and throughout this two-year 
period, we engaged in two advocacy initiatives 
that have given us a much clearer picture of the 

federal and state authorities that can limit ICE’s 
surveillance activities and conduct oversight 
to rein the agency in. We worked with the 
Brennan Center for Justice, NIJC and several 
other civil society organizations to mobilize 
a coalition of national immigrant rights and 
privacy organizations to press Congress to block 
ICE’s use of data from detained, unaccompanied 
children to target their sponsors for arrest and 
deportation.32 That effort succeeded in the 
passage of a 2018 appropriations rider that cut 
off ICE’s use of the data in many, but not all, 
instances.33 DHS Secretary Alejandro Mayorkas 
finally ended the program in 2021.34

We also partnered with CASA, the mid-
Atlantic region’s leading immigrant rights 
organization, in conjunction with Georgetown 
Law’s Federal Legislation Clinic to pass privacy 
laws in Maryland protecting utility customer 
records, driver records and other state-held data 
against warrantless disclosure to ICE or other 
immigration authorities. Those efforts succeeded 
in the passage of the Maryland Driver Privacy 
Act (HB 23, SB 234).35 

This report was peer-reviewed by 10 experts, 
a group of scholars, advocates and former 
government officials, including individuals 
previously employed by DHS. While some of 
our peer reviewers chose to remain anonymous, 
others are named in our Acknowledgments. 
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I .  I C E  B U I L T  I T S  S U R V E I L L A N C E  D R A G N E T  
B Y  A M A S S I N G  D A T A  G E N E R A T E D  B Y  S T A T E  A N D  

L O C A L  B U R E A U C R A C I E S . 

Since its creation in 2003, ICE has consistently 
marketed itself as a law enforcement agency 
that targets “criminal aliens,” a term the agency 
has used to describe noncitizens who have 
had contact with law enforcement, regardless 
of whether they were actually convicted of an 
offense.36 ICE uses the language of the criminal 
legal system to defend deportation rhetorically, 
but it also relies heavily on criminal legal 
system infrastructure to carry out enforcement 
operations. Over the last two decades, the 
immigrant rights movement has done powerful 
work to reveal the ways that ICE uses police 
and jails to investigate people for deportation, 
including through the notorious mandatory 
fingerprint sharing scheme known as Secure 
Communities (S-Comm), which established a 
system by which fingerprint scans taken by state 
and local law enforcement are automatically 
compared against a database operated by 
DHS, alerting ICE to possible immigration 
violations.37 

What has received less attention, however, is 
ICE’s deployment of a much broader array of 
data-sharing and data collection programs that 
amass information from sources outside of law 
enforcement.38 As cities and states have enacted 
sanctuary policies limiting law enforcement 
cooperation with immigration officials, ICE has 
progressively expanded its surveillance toolkit 
to include troves of data beyond what can be 
provided by state and local police. ICE has 
turned toward government agencies like DMVs, 
asking for driver information and requesting 

face recognition searches on entire license 
photo databases. It has ramped up investments 
in contracts with private data brokers, buying 
access to billions of pieces of data sourced from 
places like credit agencies and utility companies. 

This section traces the evolution of 
surveillance by ICE and its predecessor, 
INS. It illustrates the shift from programs 
that rely on information collected by law 
enforcement to programs that draw data 
from a far wider-ranging array of sources, 
including private companies and government 
entities with no law enforcement authority. It 
then tracks this expansion in terms of dollar 
expenditures, showing a dramatic increase in 
investments in the latter type of surveillance 
programs. As Section II and Section III 
further explain, it is the data collected outside 
the law enforcement context that ICE has 
used to weave its surveillance dragnet.

A .  T H E  F E D E R A L  
G O V E R N M E N T  B U I L T  I T S 
I M M I G R A T I O N  E N F O R C E M E N T 
S Y S T E M  O N  T O P  O F  A L R E A D Y 
U N J U S T  S Y S T E M S  O F  P O L I C I N G 
A N D  P U N I S H M E N T .

For most of the 20th century, large scale 
deportations were ad hoc and episodic, usually 
driven by xenophobic reactions to particular 
political events. Examples include the first 
deportations under the Chinese Exclusion 
Act and the militarized border sweeps to 
return Mexican workers under the mid-20th 
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century initiative that the government named 
“Operation Wetback,” after the racial slur.39 

In 1986, however, the government began 
to build up a bureaucracy for systematized 
immigration enforcement, increasingly 
exploiting the same “law and order” politics that 
brought about the era of mass incarceration to 
justify the criminalization of immigrants. That 
year, driven by pressures created by Reagan-era 
mandatory minimum sentencing guidelines 
that overcrowded jails and prisons, Congress 
passed the Immigration Reform and Control 
Act (IRCA), which required that noncitizens 
convicted of certain criminal offenses be 
deported “as expeditiously as possible.”40 Ten 
years later, in 1996, the Illegal Immigration 
Reform and Immigrant Responsibility Act 
(IIRIRA) radically expanded the number 
and types of offenses that could subject a 
person to (often mandatory) detention and 
deportation.41 After the passage of IIRIRA, 
the number of people detained and deported 
expanded dramatically and in tandem with the 
skyrocketing number of people incarcerated 
through the criminal legal system.42 In 
subsequent years, Congress continued to 
use the construct of criminality to expand 
grounds for deportation and to roll back 
legal protections for people in immigration 
custody and in immigration court.43 

As the legislature was using the framework 
of the criminal legal system to expand the 
statutory basis for deportation, the agencies 
tasked with immigration enforcement were 
relying on the resources of state and local 
police to investigate people for deportation. 
In 1988, the INS launched a pair of programs, 
eventually consolidated into the Criminal 
Alien Program (CAP), which placed federal 
immigration enforcement officers in jails 
and prisons to identify and arrest people 

for removal. Eight years later, Congress 
authorized 287(g) agreements, named for 
their authorizing provision in the Immigration 
and Nationality Act to allow state and local 
police to enforce immigration law. While 
many 287(g) programs deputized police 
officers operating in the field, most of them 
trained officers to operate in jails and prisons, 
identifying individuals in police custody 
whom INS could deport.44 After its creation 
in 2003, ICE has continued to rely on CAP 
and 287(g) agreements to investigate potential 
targets for deportation among those who have 
been brought into the criminal legal system.

One consequence of building immigration 
enforcement systems on top of criminal 
enforcement systems is that Black and 
Brown immigrant communities, already 
suffering brutal and discriminatory targeting 
by local law enforcement, are doubly 
policed and, when that policing results in 
judicial intervention, doubly punished.

In 2008, ICE expanded its cooptation of 
policing infrastructure to include digital 
infrastructure with the launch of the Secure 
Communities program. The keystone of 
S-Comm is a fingerprint-sharing initiative 
that automatically sends the fingerprints of 
any person who is booked by federal, state or 
local law enforcement to the FBI and ICE.45 
While several states initially resisted enrolling 
in S-Comm, the Obama administration stated 
that participation was mandatory.46 As a result, 
all 3,181 law enforcement jurisdictions in the 
country—in all 50 states, the district and five 
U.S. territories—were enrolled in the program.47 
In 2014, after years of intense pressure from the 
immigrant rights movement, President Obama 
and DHS Secretary Jeh Johnson suspended 
S-Comm but replaced it with the substantially 
similar Priority Enforcement Program (PEP), 
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leaving the biometric information sharing 
processes across the country unchanged.48 That 
enabled President Trump to issue an executive 
order immediately restarting S-Comm five days 
after his inauguration.49 Although President 
Joe Biden revoked that order in early 2021,50 
the fingerprint-sharing program still remains in 
place today.

These data-sharing programs and cooperative 
agreements with law enforcement agencies 
became cornerstones of U.S. immigration 
enforcement. Just three years after the launch of 
S-Comm, the number of people deported under 
the program made up 20% of total deportations 
that year.51 As of 2020, about 70% of ICE arrests 
resulted from ICE officers being notified of a 
person’s impending release from jail or prison.52 
The increasing levels of cooperation between 
immigration officials and law enforcement also 
coincided with an explosion in the number of 
deportations from the U.S. Between 1955 and 
1988, the year that the INS launched CAP’s 
predecessor programs, the U.S. never deported 
more than 30,000 people in a year. After 1988, 
immigration enforcement never deported fewer 
than that number of people in a year. Following 
ICE’s creation in 2003, the number of people 
deported annually never dropped below 200,000, 
hitting a high of 432,448 in 201353—the year 
that Obama sought to pass immigration reform 
legislation.54

Despite how entrenched ICE’s reliance on 
state and local law enforcement has become, 
the legal authority for many of these initiatives 
remains unclear. No statute explicitly authorizes 
the fingerprint sharing program or requires 
state and local law enforcement to participate.55 
The same is true for many other forms of 
information sharing, such as the inclusion 
of civil immigration records in the form of 

“Immigration Violator Files” in the FBI’s crime 
database.56 The surveillance strategies described 
in this report, which are made possible by digital 
technology and infrastructure developed over 
the last 20 years, simply were not contemplated 
by the legal and policy frameworks relating 
to immigration, much less to privacy and civil 
rights generally. Limiting ICE’s enforcement 
practices through litigation has been an uphill 
battle since the first legal challenges to the 
Chinese Exclusion Act, which established a 
precedent of extreme deference to the executive 
on matters related to immigration.57 

B .  A F T E R  9 / 1 1 ,  I C E 
A G G R E S S I V E L Y  E X P A N D E D  I T S 
D A T A  S O U R C E S  B E Y O N D  P O L I C E 
A N D  C O R R E C T I O N S  A G E N C I E S . 

While ICE’s initiatives to draw information 
from state and local police were rolled out 
with great publicity, its efforts to reach data 
streams from sources outside of law enforcement 
have been extremely secretive. ICE began 
broadening the scope of its data collection 
in response to the events of Sept. 11, 2001, 
as part of an overarching federal initiative 
to radically increase domestic surveillance 
under the auspices of the “war on terror.” 
Before 9/11, immigration authorities rarely 
investigated cases outside of the criminal 
context. The INS did not have personnel 
dedicated to finding and deporting people 
who had overstayed their visas or individuals 
with outstanding final removal orders (referred 
to as “abscondees”).58 The INS was explicit 
that enforcing those types of cases was not a 
priority.59 The agency seldom pursued people 
with removal orders, and its investigators did not 
work abscondee cases as a matter of policy.60 

One of the main reasons the INS generally 
did not pursue visa overstays or people with 
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outstanding removal orders was that it struggled 
to find them. As the agency noted, abscondees 
were mostly living within the community, 
not incarcerated in jail or prison.61 When the 
Department of Justice (DOJ) Inspector General 
audited the INS’s Detention & Deportation 
program, it found that the lack of address 
information was one of the most frequently 
cited reasons for the failure to issue a surrender 
notice informing people of their deportation 
date.62 Although since the 1940s federal law had 
required permanent residents and visa holders 
to register their addresses with the government 
and notify federal officials of address changes,63 
those requirements were rarely enforced and few 
people complied with them, which meant that 
federal address registries were largely unhelpful 
for INS investigations.64 

The INS considered new ways to accumulate 
more information to target these cases but did 
not ultimately follow through on implementing 
them. For instance, some INS officials suggested 
that the agency go to DMVs and data brokers 
for address data:

If there is no known last home or work  
address for the alien, searches are frequently not  
practical . . . The District Director in Miami, 
along with D&D managers elsewhere, noted 
that access to nationwide motor vehicle and 
credit bureau data bases [sic], as well as access to 
Social Security data, would help locate aliens.65 

Those recommendations were not adopted.

Everything changed after 9/11. When it was 
discovered that two of the 15 9/11 hijackers 
had overstayed a visa, government officials used 
that fact to reshape the discourse on American 
immigration enforcement. “For terrorists, travel 
documents are as important as weapons,” the 
9/11 Commission wrote, concluding that “more 

effective use of information available in U.S. 
government databases could have identified up 
to 3 hijackers.”66 

Suddenly, tracking visa overstays and people 
with outstanding removal orders became a top 
priority, with a clear focus on targeting Muslim 
and Arab people.67 In January 2002, Deputy 
Attorney General Larry Thompson launched the 
Absconder Apprehension Initiative, establishing 
40 immigration agent positions across seven cities 
to “locate, apprehend, interview, and deport” 
people in the broader community.68 According 
to the program’s guidelines, immigration 
agents were to prioritize targeting people who 
came from “countries in which there has been 
Al Qaeda terrorist presence or activity.”69 

Within one year, however, it was clear that 
the program faced the same constraints that 
hampered similar initiatives in the past: a lack 
of reliable data. At the start, the INS had set 
out to depart all 314,000 noncitizens with 
final orders of removal in the U.S.,70 but after 
six months, the Absconder Apprehension 
Initiative teams were only able to apprehend 
712 people.71 The GAO conducted an analysis 
showing that AAI’s immigration enforcement 
efforts had been frustrated by unreliable address 
records in government databases and again 
recommended that the government adopt 
other methods of obtaining that information, 
such as purchasing it from data brokers.72

Ultimately, the INS would pass on the task of 
investigating visa overstays and people with 
outstanding final removal orders to its successor. 
ICE inherited the teams that the INS created 
in February 2002 to locate immigrants with 
outstanding final removal orders, organized 
under the National Fugitive Operations 
Program.73 ICE also promptly created two new 
offices, the Fugitive Case Management Unit 
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and the Fugitive Operations Support Center, 
to send the teams information and leads on 
people who could be deported.74 In June 2003, 
ICE also established the first unit to identify 
and remove visa overstays: the Compliance 
Enforcement Unit, which was rebranded as the 
Counterterrorism and Criminal Exploitation 
Unit in 2010.75 

ICE began systematically securing new troves 
of data that it could use to pull people into 
detention and deportation. Unlike the data 
fueling prior initiatives, this new data came 
overwhelmingly from sources outside of law 
enforcement, including agencies and offices 
within federal, state and local governments, as 
well as from the private sector. As ICE sought 
to remedy the data shortages that hindered 
previous efforts to pursue cases, it amassed 
records far beyond what was provided by state 
and local police, allowing the agency to track 
a significantly larger number of people. With 
these efforts, the reach of ICE surveillance far 
exceeded that of the already massive databases 
maintained on arrestees and visa holders, 
usurping data sets that easily included the 
majority of people in the U.S. 

C .  I C E  C O N T R A C T S  R E V E A L 
A  H U G E  E X P A N S I O N  I N 
S U R V E I L L A N C E  C A P A C I T Y .

Over the past decade, ICE has invested heavily 
in programs to track large swaths of the general 
population. Our review of over 100,000 ICE 
spending transactions from 2008 to 2021 reveals 
that the agency’s annual spending on surveillance 
programs grew more than fivefold during this 
period, skyrocketing from about $71 million to 
about $388 million per year.76 To analyze ICE’s 
surveillance spending throughout this period in 
more detail, we categorized each of the agency’s 
contract transactions by the primary surveillance 

service that it provided. Those categories are 
defined in Sidebar 1. The full list of surveillance 
contracts we identified and our calculations of 
ICE spending are included in the Appendix.

Our categorization of ICE transactions offers 
insight into the magnitude of the agency’s 
spending on surveillance programs as well as the 
scope of the information that those programs 
provide. For example:

•	 In total, ICE spent a little over $1.3 billion 
on geolocation providers from 2008 to 
2021. The broadest and most controversial 
of those contracts is one that allows ICE 
to access a license plate scanning database 
provided by Vigilant Solutions. The database 
contains high-speed photos of license plates 
from passing vehicles, along with the date, 
time and GPS coordinates of where the 
image was captured.77 Vigilant’s database 
consists of two types of license plate scans: 
those collected by private businesses—
known as commercial license plate data—
and those collected by law enforcement 
agencies.78 According to documents obtained 
by the ACLU of Northern California, 
Vigilant’s collection of commercial license 
plate scans are collected in places like toll 
roads, parking lots and garages, as well as 
by private vehicle repossession agents across 
47 states,79 covering metropolitan areas 
encompassing approximately 54% of the 
U.S. population.80 Using that database, ICE 
can automatically compare new plate scans 
against a hot list of vehicles it is looking 
for.81 In 2014, Obama DHS Secretary Jeh 
Johnson had cited privacy concerns to drop 
plans for ICE agency-wide access to the 
database, but Trump DHS officials penned 
an agency-wide contract for access to the 
Vigilant data at the end of 2017.82



2 2American Dragnet

S I D E B A R  1 .  

C A T E G O R I Z I N G  I C E  S U R V E I L L A N C E  S P E N D I N G

ICE often used a single contract to obtain multiple surveillance systems. One contract 
with the vendor Babel Street, for example, may offer ICE access to both geolocation 

information and an accompanying set of data analysis tools.83 We assigned every 
contract transaction a primary functionality, each of which are described below.

Biometrics. This category includes contracts 
for technologies that allow ICE to collect and 
analyze biometric data, including tools for face 
recognition and fingerprint or DNA testing.

Data Analysis. This category includes contracts 
for technologies that allow ICE to connect 
disparate data sources, analyze large volumes of 
data and conduct case management.

Geolocation. This category includes ICE 
contracts related to automated license plate 
readers, closed-circuit TV information, GPS 
tracking units, cell-site simulators and ankle 
monitors used in Alternatives to Detention 
programs. 

Data Brokers. This category includes contracts 
for ICE to access private databases operated by 
companies that aggregate and sell individuals’ 
information, including from credit headers and 
utility records. 

Government Databases. This category 
includes contracts for state and local 
government databases, systems for indirect 
access to these databases and tools that 
facilitate sharing within these databases.

Telecom Interception. This category includes 
contracts for technologies that allow ICE to 
analyze and intercept telecommunications, 
including Title III wiretapping devices and 
Title III translation services, as well as Wi-Fi 
interception technologies. That does not include 
aggregators of information that may include 
telecommunications or video surveillance.
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•	 ICE spent roughly $96 million on 
biometrics in this period. One of the  
first ICE biometrics contracts, dated  
July 18, 2008, awarded $3,000 for a five-
year contract for “services with the State 
of Rhode Island RMV services to access 
the face recognition database to recognize 
criminal aliens”84—placing the first known 
ICE DMV searches in the waning days 
of the Bush administration, roughly six 
years earlier than previously known. One 
of the most recent biometrics contracts, 
from September 2020, secured $224,000 
for ICE’s Dallas mission support office 
to use face recognition software from 
Clearview AI, a company known to have 
trained their algorithms on images scraped 
from public websites and social media 
pages without their subjects’ knowledge.85 

•	 ICE spent roughly $97 million on data 
brokers in this period. The primary 
contractor that has provided this service  
is Thomson Reuters, which offers a  
person-search database called CLEAR.  
The version of CLEAR built for law 
enforcement includes data from a massive 
range of different sources, including 
driver’s licenses and vehicle registrations; 
credit headers, which contain the names, 
addresses, phone numbers and other personal 
information at the top of credit reports, 
collected in real-time from all three major 
credit reporting agencies; and, as discussed in 
Section III, address records from over  
80 national and regional telephone, cable, 
gas, electricity and water companies across 
the country.86 ICE’s contract for the 
CLEAR database began in 2017 and was 
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allowed to lapse in February 2021.87 The 
agency appeared to replace this service with 
a new contract with LexisNexis Special 
Services, which offers a similar database.88 

ICE began using face 
scans on DMV license 
photos in the closing days 
of the George W. Bush 
administration.

•	 ICE spent roughly $252 million on access 
to government databases in this period. 
The key database in this category is Nlets, 
the International Public Safety and Justice 
Network (formerly known as the National 
Law Enforcement Telecommunications 
System). As discussed in Section II, 
Nlets is a network operated by a nonprofit 
organization that allows ICE agents across 
the country to warrantlessly search  
34 states’ DMV databases for immigration 
enforcement purposes, including the 
databases of five of the 16 states that 
offer undocumented people the ability to 
apply for drivers’ licenses.89 Under Trump, 
ICE expanded many of its surveillance 
investments; in few other areas was this 
expansion more pronounced than in 
ICE’s access to government databases.

•	 ICE spent roughly $389 million on 
telecom interception in this period.90 The 
key vendors expanding ICE’s wiretapping 
capabilities are JSI Telecom and Penlink, 
which sell interception equipment.91 ICE 
uses Penlink equipment to track a person’s 
phone calls or internet use in real time and 

collect a person’s email and social media 
activity for later searches.92 Although 
authorized on a case-by-case basis, each 
wiretap benefits from ICE’s information 
stockpiles. ICE shares records obtained from 
wiretaps in its case management system 
using Penlink’s custom-built software, 
allowing the agency to map connections 
between people.93 ICE intercepts 
communications on such a scale that the 
agency needs half a dozen contractors to 
make sense of it all—wiretap translation 
services and storage contracts make up over 
half of ICE’s telecom intercept spending.

•	 ICE spent roughly $569 million on data 
analysis in this period. That amount includes 
spending on ICE’s third biggest contractor 
by dollar amount—Palantir Technologies. 
From 2008 to 2021, ICE awarded a total of 
$186.6 million to Palantir alone. Palantir’s 
custom-built programs link together 
databases from a vast array of government 
and private sources, allowing ICE agents to 
access and visualize an interconnected web 
of data pulled from nearly every part of an 
individual’s life. ICE has access to so much 
data, from so many sources, that its third-
largest contractor is not a data provider but 
rather a company that helps ICE make sense 
of that data. 

In addition to co-opting information from 
the state government and private sector, 
ICE also reached into federal sources. Soon 
after its founding, ICE’s Fugitive Operations 
Support Center began accessing information 
on Americans held in federal databases at the 
Department of State, the Department of Labor, 
and the Department of Housing and Urban 
Development, using that information to find 
people to detain and deport.94 



2 5American Dragnet

As Section IV discusses, the agency even used 
interview data from unaccompanied children at 
the border to investigate people for deportation. 
Beginning in a trial in 2017 and then under a 
formal 2018 policy, ICE used the information 
given by unaccompanied minors as well as 
any guardians who stepped forward to take 
them under their care to find and arrest those 
guardians. ICE engaged in that practice under 
a Memorandum of Understanding with the 
Department of Health & Human Services 
Office of Refugee Resettlement, an agency 
charged by federal law with protecting the 
welfare of children who arrive unaccompanied  
at the border.95

D .  B Y  P U L L I N G  I N  D A T A  F R O M 
E V E R Y  S O U R C E  A V A I L A B L E 
T O  I T ,  I C E ’ S  S U R V E I L L A N C E 
P R O G R A M S  H A V E  C A S T  A 
D R A G N E T  O V E R  T H E  W H O L E 
U . S .  P O P U L A T I O N . 

The massive scale of ICE’s surveillance programs 
have turned the agency into a key component 
in what Anil Kalhan, professor at Drexel Kline 
School of Law, has called “the immigration 
surveillance state.”96 According to Kalhan, 
ICE surveillance has “transformed a regime of 
immigration control, operating primarily on 
noncitizens at the border, into part of a more 
expansive regime of migration and mobility 
surveillance, operating without geographic 
bounds upon citizens and noncitizens alike.”97 

University of California Irvine professor Ana 
Muñiz recognized a similar shift within a 
specific immigration enforcement system, 
the Enforcement Integrated Database. She 
argues that increased data collection and 
data-sharing arrangements transformed 
the database from “a case management 
system to a mass surveillance system.”98

While Congress has authorized ICE to exercise 
certain limited investigative powers,99 Congress 
has never explicitly authorized the massive 
scale of its surveillance programs. Consider 
Secure Communities. As Kalhan noted in 
2013, the Visa Reform Act directed federal 
agencies to ensure that databases are “readily 
and easily accessible” to federal immigration 
officials “responsible for determining an 
alien’s admissibility . . . or deportability.”100 
But Congress never explicitly authorized the 
“routine bulk transmission to DHS of all state 
and local identification records” involved in 
Secure Communities.101 That’s true of other 
ICE surveillance programs as well. Congress 
has never explicitly authorized ICE to 
routinely seek bulk records about the public 
from state agencies or private companies.
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I I .  I C E  L E V E R A G E S  T R U S T  I N  S T A T E  D M V S  
T O  C A R R Y  O U T  D E P O R T A T I O N S  A N D  E V A D E S  T H E  F E W 

P R O T E C T I O N S  A G A I N S T  T H A T  P R A C T I C E . 

In January 2018, Jay Inslee had a crisis on his 
hands. He was a two-term Democratic governor 
of Washington with presidential ambitions, and 
the last thing he needed was an immigration 
scandal. But one had just arrived on his desk. 
According to a report published in The Seattle 
Times, the state’s Department of Licensing 
had been regularly handing over Washington 
drivers’ personal information—including their 
names, addresses and driver’s license photos—to 

ICE agents investigating Washingtonians for 
deportation.102

Inslee’s office was caught off guard. The governor 
had tried to protect the privacy of immigrants 
in the state, asserting almost immediately after 
Trump took office that Washington would not 
be a “willing participant” in Trump’s “mean-
spirited policies that break up families.”103 In 
2017, Inslee acted on this promise by signing 

Gov. Jay Inslee signs Executive Order No. 17-01 in Olympia on February 23, 2017. (Photo: WA Governor’s Office)
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an executive order prohibiting state agencies 
from cooperating with federal immigration 
authorities.104 That included the Washington 
Department of Licensing, which promised its 
driver’s license applicants that the state would be 
a safe place for immigrants to “live, work, drive, 
and thrive.”105

But for 35-year-old Baltazar “Rosas” Aburto 
Gutierrez, and other immigrants like him, the 
agency didn’t keep that promise.106 According 
to the records uncovered by The Seattle Times, 
ICE agents had gone to the Department of 

Licensing for information on Gutierrez as they 
prepared to arrest the 15-year-long resident of 
Pacific County during his trip to the grocery 
store for coffee and eggs. They suspected that 
Gutierrez was undocumented in part because 
he had used a Mexican birth certificate to 
apply for his driver’s license, which Washington 
State law has authorized since 1993.107 

The revelation that ICE could access 
Washington’s driver database sent shockwaves 
statewide. Inslee issued a personal apology, 
admitting that the state “fell short” in fulfilling 

Aburto Gutierrez harvesting clams near Wallapa Bay off of the coast of Washington State. (Photo: Gladys Diaz)
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its commitment to protecting immigrants.108 He 
also moved quickly to prevent something like 
that from happening again. Inslee immediately 
ordered Department of Licensing employees to 
stop sharing driver information with ICE absent 
a court order and ordered the department to 
conduct a full-scale internal review of its data-
sharing practices.109 

From the Department of Licensing’s review 
came a first glimpse into the full extent of ICE’s 
surveillance of Washington drivers. Results 
showed that the Department of Licensing 
had given ICE direct access to its electronic 
Driver and Plate Search (DAPS) database, 

which contained detailed records of drivers and 
vehicles registered in the state.110 According 
to documents that the Center on Privacy & 
Technology uncovered, at least 28 ICE agents111 
had used DAPS to “to conduct surveillance 
and apprehend” immigrants living across 
Washington.112 DAPS logs reveal that the ICE 
Enforcement and Removal Operations (ERO) 
division conducted more than 100,000 searches 
in the two-year period between Jan. 1, 2016, and 
Jan. 1, 2018.113 Additional records the Center 
on Privacy & Technology uncovered and that 
The Washington Post reported on showed that, 
for purposes of immigration enforcement, ICE 
agents also requested face recognition searches of 
the state’s driver’s license photograph database.114

By the time the results of the investigation 
went public, the Department of Licensing had 
decided to cut off ICE’s access to the DAPS 
database.115 The department no longer permitted 
face recognition searches on driver’s license 
photographs for immigration enforcement 
purposes. Washington was assuring drivers that 
it had locked the door to the state’s driver’s 
license information. “We really want to make 
clear,” Inslee’s office told the press, “that we’re 
not going to allow the federal government to 
commandeer the use of our state resources 
to use as part of their immigration effort.”116 
Washington’s message to all drivers was clear: 
We have your back.

Yet Inslee’s attempts to sever ICE’s access to 
driver’s license records appear to have only 
encouraged the agency to turn toward a secretive 
side door.

The governor’s 2017 executive order had  
ended the Department of Licensing’s “very 
liberal” policy for sharing driver’s license photos, 
but as one employee explained to a CBP agent, 
there was another way. The Department of 
Licensing wasn’t the only agency in the state that 
could grant access to drivers’ records and license 
photos; the Washington State Police operated an 
electronic data-sharing system known as WSP 
ACCESS, and according to the employee, agents 
could use it to electronically query and receive 
the license photos of Washington drivers.117 

WADMV_002666 Center on Privacy & Technology at Georgetown Law

Excerpt from a November 14, 2013 request sent by an ICE agent for direct access to Washington State’s driver and license plate database.  
(Photo: Center on Privacy & Technology from FOIA documents)
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Never-before-seen records from Washington 
suggest that DHS, ICE’s parent agency, did not 
hesitate to take advantage of that alternative 
mode of accessing driver data. The number of 
queries for driver’s license information that DHS 
sent through WSP ACCESS exploded in the 
years following the executive order. As Figure 2 
shows, from 2016 to 2019, the number of yearly 
searches from DHS rose from approximately 
400,000 to a staggering 1.1 million.118 

ICE has also prolifically used WSP ACCESS to 
access Washingtonians’ driver data, sometimes 
with state employees’ encouragement. As 

recently as October 2019, ICE agents requesting 
driver’s license photographs for immigration 
enforcement purposes were advised by 
Department of Licensing employees that a 
driver’s “image may be available to you in real 
time in WSP’s ACCESS system through the 
driver query.”119 According to a Department of 
Licensing internal audit, never published publicly 
before, ICE submitted approximately 68,000 
WSP ACCESS queries for driver’s license 
information in 2019,120 seeking driver’s license 
photographs about one-third of the time.121

Figure 2. 
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Despite Governor Inslee’s 
best efforts, all signs suggest 
that ICE still has unrestricted, 
warrantless access to 
Washington drivers’ data.

Alarmingly, despite the governor’s best efforts, 
there is every indication that ICE still has 
unrestricted, warrantless access to Washington 
drivers’ data. How is that possible? The answer 
lies in the multiplicity of intersecting access 
points through which states like Washington 
allow driver information to flow to outside 
agencies and the difficulty of severing those 
points of access. Despite the efforts states have 
taken to restrict ICE’s access to driver’s license 
data, ICE routinely finds ways to circumvent 
most state-imposed limits. When one spigot 
turns off, ICE simply moves to another pipeline.

This section identifies the different pipelines 
ICE uses to tap driver data, describes the scope 
and frequency of the agency’s searches, and 
illustrates how a patchwork of federal and state 
laws (as well as ICE’s willingness to secretly 
evade the few meaningful standards that do 
exist) have allowed ICE to weave driver data 
into its surveillance dragnet. 

When one spigot turns off, 
ICE simply moves to another 
pipeline. 

A .  I C E  U S E S  A T  L E A S T  T H R E E 
D I F F E R E N T  P I P E L I N E S  T O 
A C C E S S  D R I V E R  D A T A .

ICE investigators use a sprawling web of 
databases, networks and information-sharing 
initiatives to access states’ driver records. On 
June 8, 2018, an ICE agent pursuing a case in 
Georgia wrote to an employee at the state’s 
Department of Driver Services. “Can you 
assist me,” the agent wrote, “with finding a 
specific person in GA?” The agent stated that 
they had the person’s “cell [phone] number 
and the CLEAR results,” referring to records 
pulled from a commercial database, and 
wanted to know if the person had a Georgia 
driver’s license.122 In a similar email sent to the 
department two weeks earlier, an ICE agent 
inquired whether a person had a driver’s license, 
but only after the agent was “unable to verify 
[this information] in NLETS,” a separate 
government system that ICE uses to access 
driver data.123

This set of communications reference the 
three major pipelines that ICE uses to obtain 
state driver’s license information. First, ICE 
accesses driver’s information by making direct 
requests to DMVs. ICE agents may contact 
DMV employees to ask for records and 
may also request employees to conduct face 
recognition searches. Second, ICE accesses 
drivers’ information via government databases. 
ICE agents may directly search electronic 
databases of registered drivers and vehicles. 
Finally, ICE accesses drivers’ information 
through data brokers. DMVs frequently sell 
driver’s license data to private companies 
that resell access to ICE agents and others.
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1. ICE agents directly ask state employees  
to search drivers’ data and scan their faces, 
often in secret. 
ICE agents often turn directly to DMV 
employees to request assistance with obtaining 
a person’s driver’s license information. Those 
requests frequently take place through long-
standing relationships of active collaboration 
with state DMV employees, who are often eager 
to hand drivers’ information over to immigration 
officials.124 In Vermont, for example, one 
DMV employee was so cooperative in sharing 
information about possible targets that an ICE 
agent responded, “We’re going to have to make 
you an honorary ICE officer!”125

Close working relationships between ICE agents 
and DMV employees enable ICE investigators 
to directly reach out to state employees asking 
for driver’s license information. ICE’s direct 
requests for driver’s license information come 
in two main forms: requests for information 
associated with (1) a person’s name, date of birth 
or other biographical information; and  
(2) a person’s driver’s license photograph, 
queried using face recognition technology.

a. Direct requests using biographical 
information
In cases where ICE agents have some basic 
information about a person of interest, like 

a name or a phone number, they may email 
DMV employees to assist with obtaining 
additional information from the person’s 
driver records. A single state DMV may 
receive dozens of direct requests each year 
from ICE officials presenting a subject’s 
name or other biographical information.126

While the total number of ICE’s direct 
requests has largely been kept secret, 
evidence suggests that ICE makes hundreds 
or thousands of them each year to DMVs 
across the U.S. In advance of immigration 
raids planned for Atlanta, for instance, 
an ICE agent sent an email to Georgia’s 
Department of Driver Services requesting a 

whole “batch” of driver’s license information, 
including driver’s license photographs, 
because there was “a surge coming up” and 
he had “so many” targets.127 Similar records 
show an ICE agent sending a request to 
the Virginia DMV, seeking information 
about Virginians’ driver’s license application 
documents.128 Those requests also reveal 
that ICE’s searches have not been limited to 
people who are undocumented. In Arizona, 
an ICE agent emailed the Department of 
Transportation requesting driver’s license 
information for a person with status under 
the DACA program.129 

GADMV_000467 Center on Privacy & Technology at Georgetown Law 

A May 1, 2019 email from an ICE agent to a Georgia licensing official. (Source: Center on Privacy & Technology FOIA documents)
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b. Direct requests for face recognition 
searches
When the only reliable information in ICE’s 
possession about a person is a photograph, 
investigators may enlist state DMV officials’ 
help in using face recognition technology to 
search for that individual among the state’s 
database of driver’s license photos.130 

Records show that since 2015, ICE has 
requested face recognition scans of DMV 
databases in at least 14 states. That includes 
the DMV databases of Alaska,131 Arizona,132 
Colorado,133 Florida,134 Georgia,135 
Illinois,136 Maryland,137 Michigan,138 Ohio,139 
Pennsylvania,140 Utah,141 Vermont,142 
Washington143 and Wisconsin.144 (As of 
the publication of this report, Colorado,145 
Illinois,146 Maryland,147 Utah,148 Vermont149 
and Washington150 have since prohibited 
DMV compliance with ICE face recognition 
requests for civil immigration enforcement 
purposes.) Furthermore, as described in 
Section III, ICE also held a contract with 
the Rhode Island DMV for access to its 
face recognition database.151 Combined, 
this suggests that ICE agents and DMV 
officials acting on ICE’s behalf have used 

face recognition technology to scan the faces 
of at least 83 million drivers.152 This includes 
about 1 in 3 adults in the U.S.153 

Those searches easily constitute a dragnet. 
When ICE, and DMV officials on its behalf, 
use face recognition to search a state’s license 
photograph database, everyone’s image is 
being scanned by ICE, not just those of the 
person under investigation. In Wisconsin, 
one ICE agent conducting an identity fraud 
investigation requested a face recognition 
comparison against Wisconsin’s database of 
4.3 million driver’s license photographs.154 
In Georgia, another ICE agent repeatedly 
requested face recognition comparisons of an 
individual’s photographs against Georgia’s 
collection of 7.3 million driver’s license 
photographs.155

ICE’s use of face recognition may result 
in misidentifications and false arrests. 
According to peer-reviewed research by 
scholars Joy Buolamwini, Timnit Gebru 
and others, face analysis algorithms often 
underperform when analyzing the faces 
of women, young people and people 
with darker skin tones.156 Those bias 
problems extend to facial comparison 

GADMV_000157 Center on Privacy & Technology at Georgetown Law 

A face recognition search request from an ICE agent to a Georgia licensing department employee.  
(Source: Center on Privacy & Technology FOIA documents)
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systems and may worsen when state 
DMVs use antiquated face recognition 
systems—as is sometimes the case.157

There are few regulations limiting law 
enforcement’s use of face recognition 
generally and almost no regulations 
addressing ICE’s use of the technology. 
While courts have yet to rule on the 
constitutionality of face recognition in the 
law enforcement context, several scholars 
have raised concerns about its legality under 
various constitutional provisions, especially 
the First and Fourth Amendments, and 
it is unclear whether the practice is even 
legally authorized in the first place. Since 
at least May 2020, ICE policy has claimed 
to prohibit the use of face recognition 
technology by its ERO division for civil 
immigration enforcement purposes.158 
However, as a practical matter, there is 
no sharp line separating ICE ERO’s 
enforcement of civil immigration law from 
the operations of ICE’s Homeland Security 
Investigations (HSI) department, which 
is charged with investigating criminal 
activity. When ICE HSI conducts criminal 
investigations, its efforts routinely lead to 
“collateral arrests” of people who were not 
the original targets of the investigation.159 As 
a result, even if those arrests constitute civil 
immigration enforcement, the investigations 
who led to them may be exempt from 
ICE’s stated bar on face recognition.

ICE has shrouded its use of face recognition 
technology on state driver’s photos in a level 
of secrecy more similar to what one would 
expect from a federal agency whose primary 
purpose is large-scale surveillance than from 
an agency that claims to be engaged in law 

enforcement. The FBI, one of the nation’s 
most powerful law enforcement agencies, has 
disclosed the list of each state DMV it has 
relied on for face recognition searches.160 
It has also disclosed the memorandums 
of agreement underlying those efforts161 
and has for years publicized statistics 
about its use of its own face recognition 
system, the Next Generation Identification 
(NGI) Interstate Photo System (IPS), 
on a monthly basis.162 Similarly, CBP has 
disclosed where each of its border face 
recognition systems has been deployed 
along with each of the photo databases it 
has relied on for face recognition searches, 
regularly publishing the number of face 
recognition searches it has conducted.163 

ICE has shrouded its use 
of face recognition on 
state driver’s photos in an 
abnormal level of secrecy.

By contrast, while ICE acknowledges that it 
routinely uses face recognition technology, it 
has never officially disclosed how often it does 
so or in which states, insisting that public 
comment about its use of the technology 
would threaten unspecified “law enforcement 
sensitivities.”164 As of this report’s publication, 
ICE has still not disclosed any of those basic 
details. That is not to suggest that the FBI or 
CBP are sufficiently transparent but simply to 
point out that ICE’s practices do not even rise 
to the level of the low bar its peer agencies 
have set. 
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2. ICE directly searches state DMV databases.
In addition to contacting DMV officials directly 
for information, ICE also frequently queries 
state DMV databases for driver’s license records. 
To do that, the agency relies on a service called 
the International Public Safety and Justice 
Network, more commonly known as Nlets.165 
Nlets, described as an “superhighway of 
information sharing” used by law enforcement 
agencies, has enabled ICE to electronically 
query and automatically retrieve driver’s license 
information collected by participating state 
DMVs for over 20 years.166 As of November 
2020, ICE divisions representing all 50 states 
and the District of Columbia have obtained 
FBI-designated nine-digit Originating Agency 
Identification (ORI) Codes authorizing access 
to the Nlets system.167 

According to a recently disclosed internal 
ICE memorandum, Nlets enables ICE agents 
to electronically query state driver’s license 
databases for immigration enforcement purposes 
in 34 states.168 Across those 34 jurisdictions, ICE 
may use Nlets to query the personal information 
of as many as 146 million drivers.169 This number 
is even higher when including the jurisdictions 
that enable ICE to query for non-immigration 
enforcement purposes. Using Nlets, ICE agents 
can electronically query state driver’s license 
databases for non-immigration enforcement 
purposes in 39 states and the district.170 Across 
those 40 jurisdictions, ICE may use Nlets to 
query the personal information of as many as 
194 million drivers, including approximately  
3 in 4 adults.171

Public records obtained by the Center on  
Privacy & Technology through Freedom of 
Information requests reveal that ICE issues 
tens of thousands of driver’s license and vehicle 
registration queries each month through Nlets. 

Records show that ICE issued 3,185 Nlets 
driver’s license or Nlets vehicle registration 
queries over a 41-day period in Wisconsin 
alone.172 Other records show that ICE issued 
223,814 Nlets driver’s license queries between 
2015 and 2020 in Texas.173 Over the same five-
year period, ICE issued 83,400 Nlets driver’s 
license queries in Iowa.174 Evidence suggests 
that those queries may concern a significant 
number of people. In Washington in 2019, ICE 
submitted 67,822 Nlets driver’s license queries 
and retrieved records for 33,731 Washington 
drivers.175 That’s a rate of about one person for 
each pair of queries.

This partial picture of how ICE has used 
Nlets to reach into state driver records has 
only emerged by piecing together public court 
records with emails obtained by the Center on 
Privacy & Technology through Freedom of 
Information requests, as well as by consulting 
resources published by immigrant rights 
organizations like the NILC and Just Futures 
Law.176 State and federal agencies have publicized 
very few details about how ICE uses Nlets 
to access DMV driver’s license information, 
due to a combination of ICE’s secrecy as 
well as state agencies’ poor recordkeeping. 

No agency can disclose details 
about ICE’s searches for 
Maryland drivers’ data. No 
agency claims responsibility 
for tracking that data.

At the state level, government officials have 
helped to preserve the secrecy of Nlets access 
records by essentially putting their heads 
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in the sand. In Maryland, for example, no 
agency has been able to disclose details 
about ICE’s Nlets queries of Marylander’s 
drivers’ data because no agency claims 
responsibility for tracking that data.

When the Maryland state legislature asked 
for information about ICE’s use of Nlets 
to access drivers’ records, the Maryland 
Department of Transportation (MDOT) said 
in a written testimony in January 2021 that 
it “does not control or monitor the access” of 
Nlets users.177 Instead, MDOT suggested that 
separate branches of government held that 
information. It claimed that law enforcement 
access to Nlets is “certified by the Maryland 
State Police for state and local agencies and by 
the Federal Bureau of Investigations for federal 
agencies” and that Nlets queries “occur[] via the 
Department of Public Safety and Correctional 
Services.”

“We simply make this 
information available . . . how 
the fields are used is a question 
for [the state police].”

However, the Department of Public Safety 
and Correctional Services (DPSCS) denied 
that, claiming that it was “not the custodian 
of record for” records related to ICE’s Nlets 
queries of Maryland driver’s information. When 
the Center on Privacy & Technology sent the 
department a request for Nlets records, it instead 
forwarded the request to the Maryland State 
Police.178 In response, the Maryland State Police 
just pointed back to DPSCS. A week after the 
DPSCS demurral, the Maryland State Police 

insisted that it “does not maintain anything 
related to” Nlets queries.179 It claimed that Nlets 
queries are “logged at the state message switch 
housed by DPSCS,” which “should be able to 
pull the logs.”

This finger-pointing is common. In Iowa, 
employees at the Department of Transportation 
said that “we simply make this information 
available” to state police and “how the fields are 
used is a question for” them.180 In Idaho, DMV 
officials said that the state police has oversight 
over the driver’s license and registration 
information made available through Nlets and 
that the DMV was “not involved.”181 Yet, few 
state police departments have kept detailed 
records of ICE’s Nlets requests for driver’s 
personal information. Like the state police in 
Maryland, the Colorado Bureau of Investigation 
said that it does not record the number of 
queries received from ICE or other agencies for 
driver’s license information.182

ICE, for its part, acknowledges that it “generally” 
retrieves state DMV driver’s license information 
using the Nlets service,183 but the full details 
surrounding DHS’ use of Nlets to access DMV 
information have historically been a tightly kept 
secret. In 2020, the U.S. House of Representatives 
Homeland Security Committee launched a 
rare investigation into senior DHS officials for 
allegedly lying to Congress about the matter.184 

3. ICE taps DMV records held by private  
data brokers. 
ICE agents also use driver’s license records 
sold by DMVs to private data brokers. ICE 
acknowledges that records obtained from those 
sources are often “incomplete, incorrect, or 
outdated” but claims that, with “the expenditure 
of additional time and effort,” agents may be 
able to use them to uncover information such as 
a driver’s home address.185 



3 6American Dragnet

State DMVs frequently sell driver’s license 
information to data brokers and other 
private entities, often generating millions 
of dollars in revenue in the process.186 In 
Washington, for example, the Department 
of Licensing earned over $26 million in 
2017 by selling driver’s license and vehicle 
records to multiple data brokers, including 
LexisNexis.187 While LexisNexis is a well-
known legal research provider, it is also part 
of a vast information services enterprise 
that aggregates huge quantities of data and 
sells government agencies access to that 
data.188 One of its subsidiaries, LexisNexis 
Risk Solutions, draws more than 10% of its 
$400 million annual revenue from sales of 
“data and advanced analytics” services to 
government and health care entities.189

Since March 2021, ICE has paid LexisNexis 
Risk Solutions $3.9 million to access driver’s 
license information and other records to aid 
in the “in-depth exploration of persons of 
interest and vehicles.”190 The terms of ICE’s 
contract with LexisNexis remain confidential, 
although LexisNexis has acknowledged in 
purchase agreements with DMVs that it sells its 
driver’s license and vehicle registration records 
to homeland security and law enforcement 
customers.191 As of this report’s publication, 
more than 11,000 ICE agents may be able 
to conduct investigations by querying the 
LexisNexis Risk Solutions service.192

Evidence indicates that ICE has purchased 
access to DMV driver’s license information 
through LexisNexis Risk Solutions. Records 
show that LexisNexis has purchased driver’s 
license information directly from DMVs  
in 12 states and the district: Arizona,193 
California,194 the District of Columbia,195 

Florida,196 Illinois,197 Minnesota,198 Nebraska,199 
Nevada,200 North Carolina,201 Oregon,202 South 
Carolina,203 Tennessee204 and Wisconsin.205 In 
total, this indicates that ICE may access driver’s 
license information purchased by LexisNexis for 
88 million drivers, including 1 in 3 adults.206

ICE and LexisNexis have sought to keep the 
public in the dark about the terms of their 
relationship. For example, ICE withheld an 
overview of its March 2021 contract with 
LexisNexis Risk Solutions, claiming that it was 
“law enforcement sensitive and not for public 
release.”207 LexisNexis Risk Solutions has been 
more forthcoming about its agreements with 
the FBI, issuing a press release announcing the 
contract that gave the FBI access to its Accurint 
Virtual Crime Center service.208 The FBI itself 
publicly disclosed that it uses LexisNexis 
Risk Services to access residence information, 
among other data as well.209 As of this report’s 
publication, however, ICE and LexisNexis have 
never disclosed those basic details about services 
rendered under their contract.

B .  F E D E R A L  A N D  S T A T E  L A W S 
H A V E  P R O V E D  I N S U F F I C I E N T 
A G A I N S T  I C E  S E A R C H E S — A N D 
E V A S I O N . 

State DMVs frequently promise strong state and 
federal protections for drivers’ personal privacy,210 
but this report illustrates that ICE has been able 
to obtain wide-ranging access to driver’s record 
information despite legal protections. That is 
because ICE takes advantage of weaknesses 
in federal and state driver privacy laws, which 
often still enable the agency to obtain driver 
information through one or more of its three 
main pipelines of access. 
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1. The federal DPPA of 1994 did not  
anticipate use of driver data by federal 
immigration enforcement.
DPPA, a federal law regulating state DMVs’ 
sharing of driver’s record information, passed 
through Congress in 1994. In the words of then-
Senator Joe Biden, one of the major proponents 
of the DPPA at the time, this legislation was 
intended to thwart stalkers and harassers by 
protecting the “privacy [of ] addresses and 
telephone numbers” provided to the DMV.211 
But neither the senator nor other members of 
Congress considered whether the law should 
protect Americans from privacy invasions at the 
hands of federal immigration enforcement. At 
the time, immigration enforcement operations 
were comparatively rare, and Congress likely 
did not foresee the problems that might arise 
if that changed.212 The DPPA expressly allows 
state DMVs to share driver’s information with 
government agencies as well as private data 
brokers who make it available to government 
agencies.213

ICE has operated within that blindspot in 
federal law to gain access to Americans’ driver’s 
license information. Without meaningful federal 
privacy protections that regulate how DMVs 
share driver data with government agencies 
and private companies, ICE has been able to 
persistently search driver’s license information, 
even in states that have allowed and encouraged 
immigrants to apply for driver’s licenses.

2. Most state laws protecting driver data have 
proved insufficient. ICE has evaded several of 
the few laws offering meaningful protection. 
In the absence of strong federal regulations 
around ICE’s access to driver data, many state 
and local lawmakers have enacted executive 
orders, agency policies, statutes and ordinances 
to resist ICE’s expansion of surveillance 

capacities. But ICE has circumvented even the 
strongest policies that states have enacted to 
safeguard their drivers’ information.

Oregon has one of the strongest driver privacy 
laws to protect driver information from ICE 
access. In 2017, at the urging of Governor Kate 
Brown, the legislature passed a law prohibiting 
the dissemination of address information 
and other data by government agencies for 
civil immigration enforcement purposes.214 
At first, the legislation seemed to work; after 
the law was passed, ICE requests for Oregon 
drivers’ information fell off a cliff. Oregon 
DMV records that the Center on Privacy & 
Technology obtained show that the number of 
direct requests from ICE for driver’s address 
information declined from 35 requests in 2015 
and 40 requests in 2016 to three requests in 
2018 and zero requests in 2019.215 The spigot on 
direct requests for DMV information had been 
turned off. Only in August 2019, after that steep 
decline in ICE’s direct requests, did Oregon 
pass H.B. 2015, the Equal Access to Roads Act, 
to expand driver’s license eligibility to people 
without documentation.216 

Just six months later, the Oregon DMV 
signed agreements to sell its driver’s license 
records to the data brokers Thomson Reuters 
and LexisNexis Risk Solutions, granting the 
companies permission to disseminate it to 
“government agenc[ies] for use in carrying out 
[their] governmental functions.”217 Whether the 
Oregon DMV realized it or not and regardless 
of whether earlier contracts predated the law, 
the DMV appeared to be allowing immigrant 
drivers’ information to end up in ICE’s hands, 
despite the state’s strong laws intended to 
prevent just that.

Across the country, immigrant communities 
have pressed policymakers to pass laws to 
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prevent this kind of abuse, and thanks to their 
organizing and advocacy, multiple states have 
tried to enact legislation to prevent ICE from 
warrantlessly accessing driver information. After 
Marylanders discovered multiple pathways of 
ICE access to its driver’s license information, 
the immigrant rights group CASA led a 
campaign to pass the Maryland Driver Privacy 
Act, prohibiting any access to Maryland’s 
driver’s license information for immigration 
enforcement purposes.218 The law passed in  
April 2021, and although the governor vetoed it 
a month later, the Maryland General Assembly 
overrode the veto in December and the law 
will go into effect in 2022.219 Similar laws have 
passed in other states. When Californians 
discovered that the agency was using a state 

system to view driver’s license information, the 
state passed AB 1747, prohibiting ICE access 
to the system for civil immigration enforcement 
purposes.220 After Utahns learned about ICE 
using face recognition technology to scan their 
license photos, Utah passed S.B. 34, prohibiting 
the use of face recognition technology on 
government databases for civil immigration 
enforcement purposes.221 

But these laws often fail to block all three of 
the above described pipelines for ICE access 
for driver information or come up short 
in other ways. In the words of San Diego 
Assemblywoman Lorena Gonzalez, “Every time 
we create a law in California, ICE figures out a 
way to get around [it].”222 

Governor Kate Brown announces a February 2, 2017 executive order to protect immigrants in the state.  
(Photo: Gordon Friedman/Oregon Live)
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a. State Driver Privacy Protection 
Scorecard
The Center on Privacy & Technology has 
conducted an analysis of driver privacy 
laws and policies in each of the 16 states 
that offer undocumented immigrants the 
ability to apply for a driver’s license or its 
equivalent, along with the district, which has 
the same policy. We evaluated the strength 
of each jurisdiction’s regulations on ICE 
access to driver’s information through its 
three main pipelines of access, assigning 
each jurisdiction a rating according to the 
following criteria. A jurisdiction received: 

•	 a green score when it prohibits 
dissemination of driver data to ICE 
without a warrant, access to driver data 
by ICE without a warrant, or when 
no such data is available for access or 
dissemination in the state;

•	 a yellow score when it prohibits access 
by or dissemination of driver data to 
ICE for civil immigration enforcement 
purposes; and 

•	 a red score when no such protections 
appeared to apply to the access by or 
dissemination of driver data to ICE for 
civil immigration enforcement purposes.

We also rated jurisdictions along the same 
criteria based on whether they adopted 
protections against warrantless ICE face 
recognition searches. 

The scorecard seen at Figure 3 shows a 
clear pattern emerging. Our review found 
that among the 17 jurisdictions, six have no 
meaningful restrictions on direct request 
pipelines,223 seven have no meaningful 
restrictions on government database 

pipelines,224 and seven have no meaningful 
limits on data broker pipelines.225 Five 
states have no meaningful restrictions on 
face recognition searches.226 When state 
restrictions on certain pipelines for drivers’ 
data do exist, they may accomplish little 
if laws allow ICE agents to access that 
information through other pipelines.

State laws to protect driver 
privacy often fail to protect 
against all three pipelines 
for ICE access.

Several states have adopted weak protections 
that do not require ICE to have a warrant 
to request driver’s personal information 
if the request is predicated on a criminal 
investigation. Our review found that 
among the seventeen jurisdictions that 
grant driver’s license eligibility to people 
without documentation, six states have weak 
restrictions on direct request pipelines;227 
seven states have weak restrictions on 
government database pipelines;228 and 
six states have weak limits on data broker 
pipelines.229 Five states and the district 
have weak restrictions on face recognition 
searches.230 Without a warrant requirement, a 
criminal investigation predicate is little more 
than a parchment barrier between ICE and a 
driver’s personal information.

State driver privacy protection laws typically 
contain one or more significant weaknesses. 
Typically, weak laws only limit the disclosure 
of driver’s license information:
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Figure 3. 
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•	 by the licensing agency, without a 
general prohibition on disclosures of the 
underlying data. Privacy protections that 
only apply to the licensing agency allow 
federal immigration enforcement to 
leverage other state employees to access 
and disseminate driver data.

•	 to certain recipients, without a general 
prohibition on disseminations intended 
for immigration enforcement purposes. 
Dissemination restrictions that only 
apply to specific recipient agencies 
allow federal immigration enforcement 
to leverage other federal employees to 
access and disseminate driver data.

•	 when biographical information is directly 
requested by a federal immigration agent, 
without prohibitions on indirect access or 
biometrics. Privacy protections that only 
apply to direct requests for biographical 
data allow federal immigration 
enforcement to access driver’s license 
information using electronic databases 
and face recognition searches.

•	 for civil immigration enforcement 
purposes, without prohibitions on 
dissemination for investigation of 
punishable immigration offenses. 
Privacy protections that only apply 
to requests for civil immigration 
enforcement purposes allow federal 
immigration enforcement to access driver 
information to engage in enforcement 
activities related to punishable 
immigration violations, such as the 
two federal border crossing offenses.

•	 unless it’s requested by law enforcement. 
Privacy protections that contain overbroad 
law enforcement exceptions allow ICE 
to leverage local, state and federal law 
enforcement to access and disseminate 
driver data.

Based on our review, two states have 
enacted robust privacy protections for 
driver’s license information. Maryland’s 
Driver Privacy Act blocks warrantless 
sharing of data with “any federal agency” 
seeking access for the purpose of “enforcing 
federal immigration law.”231 New York’s 
Driver’s License Access and Privacy Act 
(“Green Light Law”) paired its expansion of 
driver’s license eligibility with a categorical 
prohibition on the DMV disclosing or 
making accessible “in any manner” driver’s 
license records or information to federal 
immigration enforcement.232 The passage of 
Green Light was the result of a multiyear 
campaign by a broad cross-sectoral coalition 
led by immigrant rights and workers rights 
groups from all across the state. One key 
consequence of New York’s law was that 
state police started to cut off ICE access to 
driver’s license information using Nlets. (The 
New York State Police prohibited ICE’s 
FBI-designated ORI Codes from querying 
New York’s driver’s license information.233) 
Another key consequence was that the 
New York DMV began to prohibit buyers 
of the DMV’s driver’s license information 
from disseminating it to ICE.234 With those 
protections, New York State has successfully 
protected its driver’s license information 
from ICE surveillance and overreach.



4 2American Dragnet

I I I .  I C E  E X P L O I T S  P E O P L E ’ S  B A S I C  N E E D S  F O R  H E A T ,  
E L E C T R I C I T Y  A N D  W A T E R  B Y  C O L L E C T I N G  U T I L I T Y  R E C O R D S 

T H R O U G H  O P A Q U E  A N D  U N R E G U L A T E D  D A T A  B R O K E R S .

In 2014, the House Subcommittee on Financial 
Institutions and Consumer Credit held a hearing 
to discuss a bill aimed at expanding credit 
access for millions of Americans. According 
to Representative Keith Ellison of Minnesota, 
there were at least 50 million consumers in the 
country whose credit histories were too thin to 
generate high scores and another 50 million who 
were “credit invisible,” meaning that they had no 
credit scores at all.235 

“The solution is simple,” Ellison told the 
committee.236 Instead of needing credit to 
build credit, consumers could establish a record 
through something that many people already pay 
on a regular basis: their utility bill. The Credit 
Access and Inclusion Act would give the green 
light for gas, water, electric and other utility 
providers to notify credit bureaus each time a 
customer pays—or misses—a monthly bill, not 
just when an account is sent to collections.237 

Stuart Pratt, then-CEO of the Consumer Data Industry Association, testifies before the House Subcommittee on 
September 10, 2014. (Photo: House Financial Services Committee)
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The idea behind using utility payments to show 
creditworthiness wasn’t entirely new, and one 
major credit reporting agency, Equifax, was 
already collecting the “full-file” utility payment 
records of millions of customers for use in 
specialized credit reports delivered specifically 
to utility companies.238 But the law was still 
unclear on whether full utility payment data 
could be factored into a consumer’s credit score, 
and Ellison wanted to put an official rubber 
stamp on the practice. Approval from Congress, 
he hoped, would go a long way in helping low-
credit and no-credit Americans break into the 
mainstream financial system.239

Among all the witnesses present at the hearing, 
none spoke as eagerly about the bill’s potential 
to improve the lives of the underprivileged 
as Stuart Pratt. Pratt was the president and 
CEO of a trade group called the Consumer 
Data Industry Association (CDIA), whose 
members included the nation’s big three credit 
reporting agencies: Equifax, Experian and 
TransUnion. “Ultimately,” Pratt insisted before 
the committee, when credit bureaus can include 
full utility payment data in credit reports, 
“consumers who are new immigrants, unbanked 
and underbanked, are the beneficiaries.”240

“ . . . consumers who are 
new immigrants, unbanked 
and underbanked, are the 
beneficiaries.” 

Just one legislator voiced concerns about 
whether this trove of information might end 
up in the wrong hands. “I guess maybe I would 
ask the panel,” said Vice Chairman Sean Duffy, 

“what steps are taken to protect the millions 
of bits of information that are collected in 
regard to people’s credit history and personal 
information?”241 As the industry representative, 
Pratt assured him that the companies in CDIA 
had security teams and could monitor whether 
credit reports were unexpectedly accessed, for 
example, by a Russian IP address.242 

But Pratt failed to mention that Equifax, one of 
the largest members of his trade association, was 
packaging up the customer information that it 
received from utility companies and furnishing it 
to a private database used by ICE. 

Seven years later, in February 2021, Reps. Raja 
Krishnamoorthi of Illinois and Jimmy Gomez 
of California demanded answers from Equifax 
and the data broker Thomson Reuters about the 
practice, expressing their concern that sharing 
utility customers’ data with ICE represents “an 
abuse of privacy” and that ICE’s use of this 
information constitutes “an abuse of power.”243

A .  I C E  E X P L O I T S  T H E  N E E D  F O R 
W A T E R ,  L I G H T ,  H E A T ,  P H O N E 
A N D  I N T E R N E T  T O  T A R G E T 
P E O P L E  F O R  D E P O R T A T I O N .

On June 2, 2020, an ICE agent emailed a 
Georgia licensing official seeking assistance. 
“Happy Tuesday!!!” he wrote. “I’m at an impasse 
in one of my immigration cases.”244 The agent 
needed help tracking someone down. He had 
pulled the person’s utility records, which revealed 
that the subject had “recently departed” from 
an address.245 The agent took that information 
to the licensing department, hoping that driver 
records could tell him more.

Three months earlier, in the first days of 
COVID-19 lockdowns in the U.S., the acting 
head of ICE had announced that the agency 
would temporarily scale down arrests, with the 
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exception of those deemed “mission critical” to 
“maintain public safety and national security.”246 
But the agent who emailed the Georgia 
licensing department wasn’t pulling utilities 
records to find someone who fit within ICE’s 
newly defined priorities for enforcement. Rather, 
the agent had tapped a database containing 
millions of customers’ water, electricity, gas, 
phone and other utility records in search of 

someone who had simply entered the country on 
a visa and remained longer than authorized—a 
“straight-up Pleasure Visitor overstay.”247

For years, it has been known that ICE used a 
commercial database to gain access to millions of 
names, addresses and other personal information 

taken from their utility records.248 What 
remained unknown, however, were the details: 
How exactly did utility customer data end up in 
a private database used by immigration agents? 
And precisely which utility companies allowed 
their customers’ information to reach ICE?

By piecing together public marketing 
documents and DOJ filings, the Center on 
Privacy & Technology was able to identify 

the likely longtime source of ICE’s utility 
information: a little-known credit reporting 
agency known as the National Consumer 
and Telecom Utilities Exchange (NCTUE). 
With access to customer data from 
NCTUE’s several dozen member utility and 
telecommunication companies, ICE agents 

GADMV_001230 Center on Privacy & Technology at Georgetown Law

A June 2, 2020 email from an ICE deportation officer to a Georgia licensing official.  
(Source: Center on Privacy & Technology Freedom of Information documents)
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could likely view the utility record information 
of over 218 million unique consumers, 
including about 3 in 4 adults in the U.S.249

ICE investigators gained the ability to dig 
through people’s gas, water, electricity, phone, 
internet and other utility records when, in 2010, 
the agency penned a contract with Thomson 
Reuters for subscription access to a database 
called CLEAR.250 CLEAR, designed to be 
a one-stop shop for investigators to gather 
information about their targets, vacuums up the 
data trails that individuals leave in the course 
of their daily lives.251 The database pulls names 
and Social Security numbers from the top of 
consumer credit reports; matches license plate 
numbers from DMV records with snapshots 
taken at toll roads and parking lots; and—for the 
most up-to-date information on where people 
live—gathers the addresses listed on their gas, 
water, electricity and other utility bills.

“For people who are not 
easily traceable via traditional 
sources . . . utility hookup 
records may provide the only 
current and accurate address 
and phone number data 
available.” 

In a marketing letter sent to potential 
subscribers, Thomson Reuters specifically 
emphasizes that utility records are uniquely 
valuable in shining a light on populations that 
are difficult to track through other means. 
“For people who are not easily traceable via 

traditional sources” such as credit reports, the 
letter reads that “locator information from utility 
hookup records may provide the only current 
and accurate address and phone number data 
available.”252 Thomson Reuters has taken care 
to ensure that its collection of utility records is 
extensive and up-to-date, boasting in the letter 
that “CLEAR offers the most comprehensive 
utility locator information on the market.”253 

In the letter, Thomson Reuters also reveals that 
Equifax is the supplier of CLEAR’s utility 
dataset.254 Equifax hosts a database containing 
millions of utility customers’ payment records 
on behalf of NCTUE. This arrangement 
began in 1993, when a band of eight 
telecommunication carriers went to the DOJ 
to review its plan to build a “credit information 
clearinghouse,”255 a central database where 
each company could share customers’ account 
information and payment records with each 
other. (Absent such review, there would have 
been uncertainty about the outcome of possible 
antitrust scrutiny.)256 The group selected 
Equifax to build and manage the database,257 
and in turn, Equifax negotiated the exclusive 
right to package the data and deliver it to 
downstream buyers.258

The purpose of the customer database was 
twofold. When the telecommunications 
companies first proposed their clearinghouse to 
the DOJ, they claimed that its “principal purpose” 
was “to provide carriers with advance warning 
about customers who pose a credit risk.”259 A 
potential customer with a history of leaving 
balances unpaid, for example, might be asked to 
pay a larger deposit. But the carriers also planned 
for this pool of records to serve as a “skip tracing” 
tool—a way to track down customers who left 
unpaid bills behind.260 Customers may terminate 
services or move away, but anytime they signed 
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up with another utility provider in the group, 
the clearinghouse would update with the new 
addresses and contact information listed on their 
applications.

To make it even easier to trace old customers 
to new addresses, the initial group of 
telecommunications carriers decided to invite 
gas, water and electric providers to contribute 
their customers’ records as well. According to  
another filing that the telecoms wrote to the 
DOJ in 2002, “the services provided by utilities 
companies are tied to physical location,” 
which means that they “tend to have accurate 
address information.”261 With the addition of 
37 utility companies contributing customer 
information, the group became known as 
NCTUE.262 The NCTUE database became 
not only a useful tool for credit evaluation 

but also one of the most reliable sources 
of information on where people live.

When ICE agents used CLEAR to access 
millions of names and addresses from utility 
records, they were most likely viewing customer 
data that NCTUE’s member companies handed 
over to Equifax. Such an extensive collection of 
utility record data was unlikely to come from 
any other source, as the NCTUE database 
is reportedly “by far the largest database of 
utility, pay TV, and telecom payment records” 
in the nation.263 Equifax has also actively 
touted the NCTUE database’s effectiveness 
in capturing “that elusive segment of the 
market—the no-hit or thin-files,”264 who would 
likely be absent from the credit header data 
that Thomson Reuters gets from other credit 
agencies like Experian and TransUnion. 

Figure 4. Likely Path of Utility Customer Data to ICE, 2010-2021
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While no entity involved in supplying Thomson 
Reuters with utility records has confirmed their 
exact provenance, the dataset that Equifax 
manages for NCTUE and the dataset it handed 
over to CLEAR are near identical in number: 
CLEAR claims to hold over 400 million names 
and addresses obtained from more than 80 
utility providers,265 and Equifax reveals that the 
NCTUE database contains over 400 million 
records from more than 85 companies.266 

Equifax and NCTUE have remained secretive 
about the full list of utility companies whose 
customers’ records have ended up in the 
NCTUE database—and therefore likely in the 
hands of ICE—but evidence indicates that 
it has included national giants like Verizon267 
and AT&T268 as well as regional utilities like 
Baltimore Gas & Electric269 and Piedmont 

Natural Gas.270 Evidence also suggests that 
even some publicly held service providers 
like Nevada Energy271 and the Miami-Dade 
County Water and Sewer Department272 have 
participated in the data exchange. Additional 
service providers that may have been part 
of NCTUE are listed in the Appendix. 

ICE’s broad access to utility data impacts 
millions of customers from dozens of utility 
providers across the U.S. The CLEAR utility 
dataset is drawn from national and regional 
telephone, cable, satellite, gas and electric and 
water providers across the country, including a 
special “focus on the top 50 companies.”273 The 
dataset encapsulates utility customers in all 50 
states and the district, as well as Puerto Rico, 
Guam and the U.S. Virgin Islands, and it is 
updated daily.274 

NCTUE coverage by state. (Source: Equifax)



Despite supplying the personal information 
of millions of utility customers to a database 
used by immigration enforcement, Equifax 
continues to uphold a public narrative of 
service to the most underprivileged consumers. 
In a promotional video posted by Equifax, a 
director for Verizon proclaims that the NCTUE 
data exchange is “very empowering”275 for 
“underserved, underbanked, multicultural”276 
customers. An Equifax executive also claimed 
that the information exchange “present[s] a 
tremendous opportunity for the underbanked or 
credit invisible.”277 

A Verizon employee calls the 
NCTUE “very empowering” 
for “underserved, 
underbanked, multicultural” 
customers. 

S I D E B A R  2 .  

T H E  E A R L Y  R E L E A S E  O F  O U R  N C T U E  F I N D I N G S

The Center on Privacy & Technology typically releases its research findings 
in conjunction with research reports. When we uncovered the likely data 

pipeline between the NCTUE and ICE, we decided that the information was 
too important to wait for our report’s release. We provided the documents 

to Drew Harwell of The Washington Post, which published them in a front-
page February 2021 exposé.278 None of the companies involved denied that 

the data of NCTUE members’ customers was being provided to ICE.
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ICE’s agreement with Thomson Reuters for 
access to the CLEAR database ended in 
February 2021. That same month, however, 
ICE appeared to replace its subscription to 
CLEAR by awarding a $16.8 million contract 
to LexisNexis Special Services, possibly for 
access to a similar database called Accurint.279 
Although it is unknown whether this contract 
offers ICE access to utility records from the 
NCTUE database, LexisNexis has advertised 
that its datasets include utility records of 210 
million consumers—around the same amount as 
the NCTUE database claims to hold—derived 
from unspecified sources.280 

In October 2021, NCTUE instructed Equifax 
to end the sale of names, addresses and other 
biographical data from customer records.281 
This was the result of action by Senator Ron 
Wyden of Oregon, who, after the release of our 
findings in The Washington Post in February 
and persistent advocacy by Just Futures Law 
and Mijente in subsequent months, pushed 
NCTUE to cease the sale of this information.282 
According to a statement issued by Thomson 
Reuters to customers of its databases, including 
CLEAR, utility header data is no longer 
being provided for law enforcement or non-
law enforcement entities such as private 
investigators.283 

However, although NCTUE agreed to end 
the sale of utility customer data, it is still just 
one out of many possible sources for this 
information. Without strong regulations to limit 
the dissemination of utility data, it may be only 
a matter of time before data brokers discover 
new avenues for amassing the same set of 
customer records. And although ICE has ended 
its contract with Thomson Reuters, its new 
agreement with LexisNexis reveals that multiple 
different companies can provide very similar 

services. When ICE terminates a relationship 
with one data broker, it can simply sign new 
contracts with another.

B .  F E D E R A L  A N D  S T A T E  L A W S 
O F F E R  L I T T L E  P R O T E C T I O N 
A G A I N S T  W A R R A N T L E S S  I C E 
S E A R C H E S  O F  U T I L I T Y  D A T A .

During a bill signing ceremony in late 2020, 
Governor Gavin Newsom proudly declared 
that immigrants and refugees make California 
a “greater and more vibrant place.”284 Among 
the new laws bearing the governor’s signature 
that day was California Assemblymember Todd 
Gloria’s bill, CA AB 2788, which promised to 
protect utility customer data—including utility 
usage information—from exposure to federal 
immigration enforcement. 

Gloria’s law responded to an urgent problem. 
Transparency reports from the state’s utility 
companies showed that federal immigration 
enforcement had been routinely requesting 
Californians’ utility customer information 
without first presenting a warrant.285 Under 
the new law, if ICE wanted to directly request 
Californians’ utility customer information, 
it would need to go to a judge and obtain a 
warrant or court order. If ICE wanted to access 
Californians’ utility customer information 
through a data broker, the law stopped the data 
broker dead in its tracks.286 

The passage of the law was “a tremendous 
victory,” Gloria proclaimed, “for the privacy of all 
Californians and an important safeguard for our 
immigrant and refugee communities.”287 

But our findings regarding Equifax and 
NCTUE suggest that California’s law contained 
a massive back door. While the legislation 
prohibited sales of customer data, it did not 
protect against simple dissemination. As a result, 
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California’s limit on the selling of customer data 
would be ineffective against a utility company 
that shares the information for free—to conduct 
a credit check, for example. When California 
utility companies disseminate customer 
information to NCTUE for credit evaluation 
and other purposes, they may not realize that 
NCTUE is entitled to resell their customers’ 
information to third parties once the credit 
check is over. Indeed, despite the passage of this 
legislation, 1 in 2 Californians’ utility customer 
data may have still been accessible by ICE 
through Equifax and NCTUE.288

California is not the only state whose laws have 
allowed utility customer information to reach 
ICE. Massive gaps in state utility privacy laws, 

combined with gaps in federal privacy laws, have 
left millions of Americans bereft of meaningful 
privacy protections when they sign up for gas or 
water. Within this regulatory vacuum, companies 
have built a lucrative marketplace to buy and sell 
utility customer information with ICE and other 
entities, even when legislators have tried to put 
strong regulations in place.

1. Federal privacy laws offer little to no 
protection.
When a marketplace for utility customers’ 
name and address information first began to 
emerge in the late 1990s, federal regulators 
resisted putting rules on the buying and selling 
of that data. As the Federal Trade Commission 
(FTC) told Congress in 1997, “advances in 

California Gov. Gavin Newsom gives a thumbs up to Assemblyman Todd Gloria at a bill signing ceremony in 2019.  
(Photo: AP Photo/Rich Pedroncelli)
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computer technology” made it possible to look 
up Americans’ personal information “from 
sources such as phone records, public utility 
records, and air travel records” more “easily 
and cheaply than ever before.”289 Despite how 
easy it was for that information to become 
available, however, many Americans had 
expressed strong privacy preferences,290 and 
honoring those preferences seemed to be in 
the utility companies’ own best interests.

The FTC simply recommended that Congress 
allow the Individual Reference Services Group 
(IRSG), a trade association representing major 
data brokers like Equifax and LexisNexis, to 
“be given the opportunity” to self-regulate. The 
ISRG accepted, promising the FTC that its 
companies would not sell customer information 
from telephone companies in cases where 
the customer chose to remain unlisted or any 
“similar information.”291

It didn’t take long for industry self-regulation 
to collapse. After the FTC adopted rules in 
2000 to protect the privacy of consumers’ 
personal information at banks and other 
financial institutions, the ISRG disbanded.292 
No federal regulators stepped up in its absence 
to safeguard customer data provided to utility 
companies. Over the next 20 years, Congress 
has failed to pass a single law protecting utility 
customer privacy.

Without meaningful lawmaking or industry self-
regulation, utility customer privacy was hung out 
to dry. Federal regulators had already interpreted 
existing privacy laws like the Fair Credit 
Reporting Act and the Gramm-Leach-Bliley 
Act to protect consumers’ information only in 
the limited cases when financial institutions 
like banks used it or when it was material to 
consumer credit reporting.293 Other privacy laws 
like the Cable Privacy Act or the Electronic 
Communications Privacy Act weren’t interpreted 

to offer meaningful protections for the sale of 
consumers’ name and address information either. 
And privacy protections for gas, electric and 
water customers were left to state regulators.

2. State privacy laws fail to adequately protect 
people’s information.
Most states lack any meaningful privacy 
protections for the data generated by customers 
of gas, electric, water, telephone and cable 
companies. For the few laws and policies that 
do exist, closer examination reveals that the vast 
majority do little to protect customers’ addresses 
against the two pipelines of disclosure through 
which that data travels: (1) disclosure to law 
enforcement by the company and (2) disclosure 
to commercial third parties, the path through 
which the bulk of that information travels 
to ICE, as evidenced by ICE’s access of that 
data from Thomson Reuters and likely, today, 
LexisNexis. 

a. State Utility Privacy Protection 
Scorecard
The Center on Privacy & Technology 
scored 51 jurisdictions’ protections for utility 
customer addresses across the two pipelines 
of disclosure to ICE for all five utilities. For 
disclosure to law enforcement, a jurisdiction 
was given: 

•	 a green score when it required a warrant 
for compulsory disclosure of a customer’s 
address; 

•	 a yellow score when a court-ordered 
subpoena or more is required for a 
customer’s address or where agency 
regulation (but not law) prohibits 
disclosure of a customer’s address; and

•	 a red score when an administrative 
subpoena or less is required to compel 
disclosure of a customer’s address.
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For disclosure to commercial third parties, a 
jurisdiction was given:

•	 a green score when it prohibited 
dissemination of a customer address 
to third parties or solely allowed its 
dissemination for specific business 
purposes and required prompt disposal;

•	 a yellow score when it prohibited 
dissemination of a customer address 
to third parties or solely allowed its 
dissemination for specific business 
purposes but did not require prompt 
disposal; and 

•	 a red score when no such protections 
appeared to apply or when the 
jurisdiction predicated broad 
dissemination of a customer address to 
third parties on customer notice and 
consent, including for the purpose of 
credit evaluation.
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Figure 5. State Utility Data Protection Scorecard for Law Enforcement Access
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Figure 6. State Utility Data Protection Scorecard for Commercial Third-Party Access



5 5American Dragnet

State laws designed to establish privacy 
protections for utility customers’ personal 
information typically contain one or more 
significant weaknesses. Weak state laws typically 
only limit disclosures of utility customer 
information:

•	 when disclosure is compelled by law 
enforcement, without prohibitions on 
voluntary dissemination to other entities. 
Privacy protections that only apply to 
compulsory requests by law enforcement 
allow utility companies to voluntarily 
disclose utility customer information to 
data brokers and other third parties for any 
other purpose.

•	 when it’s sold, without prohibitions on 
nonremunerative dissemination. Privacy 
protections that only apply to the sale of 
utility customer information allow utility 
companies to disclose utility customer 
information to federal immigration 
enforcement, data brokers and other third 
parties for any other purpose, including 
consumer credit reporting and immigration 
enforcement.

•	 concerning usage information, without 
prohibitions on disclosures of name and 
address information.

•	 unless it’s disclosed to consumer credit 
reporting agencies. Privacy protections 
that contain overbroad credit reporting 
exceptions allow credit reporting agencies 
to disseminate customers’ name and address 
information to third parties, including 
federal immigration enforcement.

As Figure 5 shows, the overwhelming majority 
of states have failed to adopt meaningful privacy 
protections restricting the release of utility 
customer information to law enforcement. 
Only three states—California, Connecticut 
and Michigan—require law enforcement to 
obtain at least a court order to compel the 
disclosure of gas customers’ information. For 
electricity customers, it’s five states: California, 
Delaware, Michigan, Oklahoma and Wisconsin. 
For telecommunications customers, it’s only 
California. Zero states have adopted any 
meaningful restrictions on the disclosure of 
water and cable customers’ information to law 
enforcement.

Likewise, as Figure 6 indicates, the 
overwhelming majority of states have also 
failed to adopt meaningful privacy protections 
restricting the dissemination of utility customer 
information to commercial third parties. 

One state, however, stands out. Nevada 
has adopted strong rules that prohibit the 
dissemination of gas, water, electrical and 
telecommunications consumer information to 
third parties. Those rules protect consumers 
by strictly limiting the lawful purposes of 
dissemination and prohibiting disseminations 
for commercial purposes. Critically, unlike 
certain other states, Nevada’s rules don’t make an 
exception for the dissemination of a consumer’s 
information with the consumer’s permission. In 
a world where most regulators don’t understand 
the marketplace for the resale and dissemination 
of consumer information, consumers cannot 
be expected to understand and be able to 
meaningfully consent to it either.
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I V .  I C E  E X P L O I T E D  T H E  T R U S T  O F  U N A C C O M P A N I E D 
C H I L D R E N  A N D  T H E I R  F A M I L Y  M E M B E R S  T O  T A R G E T  T H O S E 

F A M I L Y  M E M B E R S  F O R  D E P O R T A T I O N S .

In January 2017, a teenager fleeing his violent 
uncle in Guatemala crossed the Sonora Desert 
and showed up alone at the Arizona border. He 
hoped to reach his older brother, Gari, who was 
living in Santa Fe, New Mexico.294

The 17-year-old was taken in by border officials 
and later transferred to the custody of the 
Office of Refugee Resettlement (ORR), which 
is run by HHS. Upon arrival, ORR officials 
asked the teenager whether he had any close 

family members living in the U.S. who could 
take him in. Unaccompanied minors at the 
border are often afraid to answer that question, 
especially if their relatives are undocumented, 
because the children understand that sharing 
any information with government officials could 
put their family members in jeopardy. But the 
children have few alternatives. They are desperate 
to see their families. So, they take the risk.295 The 
teenager told the officials that he had a brother 

Marisol holds her 7-year-old son as she speaks to immigration attorneys at the Santa Fe Dreamers Project.  
(Photo: Gabriela Campos/The New Mexican)
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in the U.S. and gave them Gari’s name and 
phone number.

When Gari received the call about his brother, 
he was struck with concern, but he was also 
worried about what it would mean to step 
forward and take the boy under his care. Gari 
had a family of his own—a wife, a 7-year-old 
son and an infant daughter—and he was afraid 
that participating in the extensive application 
and background check process would put him at 
risk of deportation. 

But HHS officials had assured him that that 
would not be the case. Gari was told that his 
participation in the process wouldn’t affect his 
own safety. It was simply necessary to place 
his brother with a caretaker during the boy’s 
immigration case. With that in mind, Gari 
decided to accept legal guardianship of his 
brother, whom he hadn’t seen in more than  
a decade.

Just a few months later, however, Gari’s fears 
were realized. After his brother told the 
government his name and after Gari agreed to 
step forward as a sponsor, ICE went after him. 
That August, ICE agents arrived at his home, 
arrested him, detained him in an ICE facility 
in Chaparral, New Mexico and placed him in 
deportation proceedings.296 The immigration 
agents even looked for his wife, Marisol, before 
they finally took Gari away.

A .  I C E  M I N E D  C H I L D  W E L F A R E 
R E C O R D S  T O  T A R G E T 
D E P O R T A T I O N S .

In the last two decades, the number of 
unaccompanied children fleeing violence and 
poverty by crossing the U.S. border has risen by 
an order of magnitude, from just under 5,000 in 
2003 to nearly 50,000 in 2018.297 Those children 
are often covering vast distances and dangerous 

terrain to seek asylum or other protections in 
the U.S. and join family members on the other 
side of the border.298 When they arrive, they are 
traumatized and exhausted. 

Historically, when unaccompanied children 
arrived at the border, the now-defunct INS was 
the only agency responsible for their care and 
custody. The agency kept children in conditions 
so dire that they ultimately led to a class-action 
lawsuit, Flores v. Reno, which alleged deplorable 
conditions in INS facilities, including children 
being housed in the same facilities as adults, being 
subjected to strip searches, and lacking education 
and recreation—all while INS refused to release 
them to responsible adult guardians who wanted 
to care for them properly.299

The suit ultimately ended in a settlement 
agreement that set the standards for how 
children in INS custody should be treated, 
including requirements for clean water, food and 
the prioritization of the placement of a child 
with a relative or guardian so as to minimize 
their time in detainment.300 With the Homeland 
Security Act of 2002, the job of caring for 
unaccompanied children arriving in the U.S. was 
separated from federal immigration enforcement 
and instead placed with ORR within HHS,301 an 
agency better suited to care for children.

Today, under the framework established by 
that law, unaccompanied children are required 
to be moved from the custody of immigration 
enforcement agencies like CBP or ICE and 
into the care of ORR as quickly as possible. 
When an unaccompanied child reaches the U.S. 
border and is encountered by border patrol or 
another arm of DHS, they must be referred to 
ORR within 72 hours for care while they await 
legal review of their case.302 ORR has binding 
obligations, via the Flores settlement and the 
Trafficking Victims Protection Reauthorization 
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Act of 2008 (TVPRA), to find the “least 
restrictive setting that is in the best interest 
of the child” and to release the child into that 
setting promptly.303 Whenever possible, that 
means that ORR should find family members or 
guardians who can sponsor the child.304 

To find potential sponsors, ORR relies on 
information that the minors themselves are 
able to provide. Upon intake, staff members 
ask the child if they have relatives or guardians 
with whom they intend to live within the U.S. 
If the child is able to provide this information, 
ORR will contact the potential sponsor to ask 
if they are willing to step up and take care of 
the child.305 

But before releasing a child into a sponsor’s 
custody, ORR is responsible for assessing the 
suitability of the sponsor and, when relevant, 
verifying that the adult is a relative or guardian 
of the child. Those who apply to sponsor a 
child must provide ORR extensive personal 
documentation: their contact information, 
proof of address, information about others 
living in the household, financial information, 
and information about their relationship to the 
child.306 The sponsor is also subjected to a public 
records check and fingerprints are collected for 
a criminal background check.307 Sharing such 
personal data is in many cases a difficult choice 
but one that thousands of people have made as 
they understand that they may offer the only 
way out of a detention facility for a child they 
care about. In sharing that information, they 
must trust that ORR has only the child’s best 
interests in mind.

Under the Trump administration, ICE 
exploited that trust to target deportations of 
the family members who came forward to care 
for unaccompanied children. In May 2017, 
ICE began its Human Smuggling Disruption 

Initiative, supposedly intended to target human 
smuggling and trafficking organizations. That 
initiative was an “interagency 90- to 120-day 
operation” with a focus on the “identification, 
investigation, and arrest of human smuggling 
facilitators, including, but not limited to, parents 
and family members.”308 

ICE agents mined data 
provided by unaccompanied 
children and their sponsors 
to build “target packages” of 
sponsors. 

Under this operation, ICE agents mined years  
of ORR records containing information 
provided by unaccompanied children and their 
potential sponsors. The agency used Nlets 
to receive information submitted by ORR 
and compiled the data in the form of “target 
packages” on potential sponsors.309 ICE took 
those target packages and opened cases in 
Palantir’s Investigative Case Management 
(ICM) software, a system that helps agents 
manage investigations and that integrates a 
multitude of other data streams from sources 
within law enforcement.310

In the end, despite its stated purpose, ICE 
used the initiative almost exclusively to target 
potential sponsors of unaccompanied children 
rather than human smuggling operatives. Out 
of the more than 400 people who were arrested 
during this program, the vast majority were 
never charged with smuggling crimes but rather 
only with civil immigration infractions.311 ICE 
not only targeted potential sponsors, but it also 
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made “collateral arrests” of people found to be 
living in a potential sponsor’s household.312

ICE’s actions had immediate effects on the well-
being of children and their potential sponsors. 
In a December 2017 letter to the DHS’ Office 
of Civil Rights and Civil Liberties, eight civil 
rights organizations documented the harms 
already occurring to children and sponsors. 
The letter noted that potential sponsors grew 
fearful that stepping up to care for a child 
would lead to their own arrest or the arrest of 
their family members, and they were less likely 
to come forward, leaving children to languish 
for lengthening amounts of time in detention. 
Their prolonged stays also contributed to severe 
bed shortages in government shelters, creating 
a backlog of children in crowded cells at Border 
Patrol stations that lacked basic equipment for 
their care.313

The data-sharing policy also had devastating 
impacts on sponsors and the members of 
their households. Families who had already 
been reunited with a child through ORR 
began receiving unexpected visits from ICE, 
and sponsors who had committed to caring 
for a child were rewarded with interrogation 
and arrest, separating them not only from 
their sponsor child but also often from their 

own children as well. In the face of new and 
unexpected legal challenges, families faced 
financial and housing instability, and children 
reported experiencing significant mental health 
consequences.314

“ . . . the increase in 
prosecutions would be 
reported by the media and 
it would have a substantial 
deterrent effect.”

The harm ICE was causing to these children 
and that their U.S. sponsors faced was not 
the byproduct of ill-conceived border security 
measures; it was an intentional part of the policy. 
A memo leaked to Senator Jeff Merkley (D-OR) 
in 2019 shows that the targeting of potential 
sponsors for deportation was intentionally 
designed to deter future asylum seekers, with the 
full knowledge that it would negatively impact 
children already in custody.315 The memo, dated 
December 2017, details how a formal data-
sharing agreement with ORR furthers that goal.

Excerpt from “Policy Options to Respond to Border Surge of Illegal Immigration,” a DHS internal memo obtained 
and released by Senator Jeff Merkley (D-OR) in January 2019. (Photo: Office of Sen. Merkley)
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In the face of mounting evidence of the harms 
this policy caused, ORR and ICE decided to 
formalize the policy. In a Memorandum of 
Agreement dated April 2018, ORR agreed 
to provide ICE with “the name, date of birth, 
address, fingerprints […], and any available 
identification documents or biographic 
information regarding the potential sponsor 
and all adult members of the potential sponsor’s 
household.”316 That gave ICE not only access to 
historical ORR data but ongoing information 
about potential sponsors and the members of 
their households.

With the information provided directly from 
the agency statutorily bound to serve the “best 
interests of the child,” ICE proceeded to target 
and arrest hundreds of potential sponsors 
who had stepped up to care for children who 
otherwise would have remained in detention. 
According to congressional testimony from 
Matthew Albence, the then-acting director of 
ICE, the agency had arrested approximately 
330 potential sponsors based on information 
obtained via the data-sharing program before it 
ended.317 That is in addition to the roughly  
400 arrested during the pilot program.

With every passing month, the negative 
consequences of the ICE-ORR data-sharing 
policy continued to accumulate. Fewer and 
fewer potential sponsors were willing to step 
up for fear of risking arrest themselves or for 
others in their family. A survey conducted by 
the Women’s Refugee Commission and NIJC of 
people working with unaccompanied children 
(e.g., child advocates, lawyers, biometric 
technicians) found that 75% of respondents 
knew of potential sponsors who had not 
come forward for fear of the data-sharing 
agreement, and two-thirds of those knew of 
multiple cases.318 The fear was not limited to 

sponsors who were themselves undocumented; 
because the sponsorship application asks for all 
members of the household the child would join, 
sponsors could be deterred from stepping up 
as a result of the need to protect other relatives 
living in their home.

Unaccompanied minors were left to spend 
prolonged time in ORR facilities. The average 
length of time a child spent in detention more 
than doubled between 2017 and 2019.319 The 
number of children kept in detention also 
soared; between summer 2017 and summer 
2018, the number of migrant children in 
detention increased fivefold, from 2,400 to 
12,800.320 Meanwhile, the backlog continued to 
grow at Border Patrol stations, where thousands 
of children sat in cramped holding cells waiting 
for space to open up in ORR shelters.321

As it became more and more glaringly evident 
that the ICE-ORR data-sharing policy violated 
the Flores settlement and TVPRA322 and as the 
public outcry grew louder, lawmakers attempted 
to intervene. The FY19 Appropriations Bill 
barred DHS from using funds to “place in 
detention, remove, refer for a decision whether 
to initiate removal proceedings, or initiate 
removal proceedings against a sponsor, potential 
sponsor, or member of a household of a sponsor 
or potential sponsor of an unaccompanied alien 
child.”323 (The Center on Privacy & Technology 
is proud to have partnered with the Brennan 
Center for Justice, NIJC and a coalition of 
dozens of other civil society organizations to 
press for this provision.)

Still, the appropriations rider did not legally bar 
the agencies from sharing data for this purpose, 
nor did it cut off funding in every instance. It 
wasn’t until March 2021 that the Memorandum 
of Agreement was officially ended and replaced 
by one that no longer commits ORR to sharing 
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sponsor data like fingerprints and biographic 
information with ICE.324

Unfortunately, this story is not the only one of its 
kind. The fact that the ICE-ORR data-sharing 
agreement deterred potential sponsors from 
coming forward to care for unaccompanied 
children, causing them to languish in prolonged 
detention at the border, must not be viewed as an 
isolated atrocity. It must be understood as part 
of a much broader pattern by which ICE uses 
surveillance to target, coerce and exploit some of 
the most vulnerable people in our country. 

B .  I C E  S U R V E I L L A N C E  C A U S E S 
C L E A R  A N D  M E A S U R A B L E 
C H I L L I N G  E F F E C T S  O N 
P E O P L E ’ S  A B I L I T Y  T O  A C C E S S 
B A S I C  N E C E S S I T I E S . 

Originating in First Amendment doctrine, the 
phrase “chilling effects” captures the idea that 
some law or government action deters people 
from engaging in activity protected by the 
Constitution, largely for fear of prosecution or 
due to uncertainty about the legal process.325 
When it comes to surveillance, that sense of 
uncertainty—around what is known by the 
surveiller, where and how one might be watched, 
as well as what the consequences of that 
observation may be—is what makes it especially 
effective at chilling behaviors.326 

However, as was made clear by the deterrent 
effects of the ICE-ORR data-sharing 
agreement, surveillance by immigration 
enforcement chills actions far beyond those 
protected by the First Amendment alone. In 
addition to inhibiting speech or assembly, 
ICE surveillance—or even just the possibility 
of surveillance—also deters people from 
participating in a broad range of basic activities 
necessary for health and well-being.

1.Surveillance drives immigrants to avoid 
institutional systems, regardless of the purpose 
of those systems.
The sociologist Sarah Brayne introduced the 
concept of “system avoidance” to capture how 
concerns about law enforcement surveillance can 
dampen individuals’ willingness to participate in 
essential activities.327 Through two longitudinal, 
nationally representative surveys with American 
youth, Brayne found that individuals who 
have had any contact with the criminal legal 
system—ranging from being stopped briefly on 
the street to being incarcerated—are less likely 
to interact with record-keeping institutions 
such as banks, hospitals, employers and schools 
compared to people who have not had contact 
with the criminal legal system. At the same time, 
contact with the criminal legal system did not 
decrease the rate at which people interacted with 
non-record-keeping institutions like volunteer 
organizations and religious groups, which 
suggests that individuals’ avoidance is closely 
tied with the act of record-keeping and concerns 
about how that information may be used.

Similarly, sociologist Asad L. Asad observed 
that fears about deportation correlated with 
immigrants’ concerns about being “in the 
system.”328 Drawing on 50 in-depth interviews 
with Latin American immigrants in Dallas, 
Asad found that undocumented participants 
described a feeling of safety in keeping their 
information private from record-keeping 
institutions. Some undocumented immigrants 
even avoided processes that could legalize their 
status, because participation would require them 
to become visible to an institution that could 
deport them. Among authorized immigrants, 
such as lawful permanent residents or individuals 
with DACA protections, Asad observed that 
being “documented” could actually increase 
fear. Immigrants with legal status expressed 



concerns that any misstep—misfiled paperwork, 
an unpaid traffic ticket—could be noted in their 
records and put their status at risk. 

Those fears can last for generations. In a survey 
of adult children of immigrants, many of whom 
are themselves U.S. citizens, Desai et al. found 
that system avoidance is associated with having 
an undocumented parent.329

Those studies offer a lens through which we can 
begin to understand what has been reported 

both anecdotally and in the academic literature: 
Concerns about data sharing cause immigrants 
to avoid record-keeping institutions that are 
critical to the well-being of themselves and 
their families. That fear persists even when 
it comes to engaging with institutions that 
are unrelated to immigration. The rest of this 
section demonstrates how surveillance chills 
participation in three specific contexts: child 
welfare, health care and access to legal systems.

S I D E B A R  3 .  

H A R M S  O F  C H I L L I N G  E F F E C T S  R E A C H  F A R  B E Y O N D 

U N D O C U M E N T E D  P E O P L E

Avoidance of record-keeping institutions hurts individuals, but those harms also 
reverberate throughout entire families and communities. Many immigrant families 
are mixed-status families, which means that different members of the household 

have different legal statuses and therefore face different levels of risk of deportation. 
The impacts of system avoidance by undocumented parents therefore extend to their 

children, almost 90% of whom are themselves U.S. citizens.330 Those impacts are 
likewise felt throughout the community. If some community members avoid seeking 
health care, for example, otherwise preventable health issues can become debilitating 

and costly for the rest of the community.331 In schools, food insecurity that a particular 
child experiences can disrupt the learning environment for all students.332
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2. Surveillance chills people’s use of services 
that promote children’s well-being.
Research suggests that fears about ICE 
surveillance deter undocumented families 
from seeking benefits to support their own 
and their children’s well-being. The children 
of undocumented parents are often U.S. 
citizens, which means that they may be 
eligible for programs like food assistance. 
However, the willingness of households to 
sign up for those programs can be influenced 
by the fear of surveillance by immigration 
enforcement. A study that used data from a 
nationally representative, longitudinal survey 
of household food consumption for families 
with children found that food insecurity in 
Mexican noncitizen households with children 
increased nearly 10 percentage points in metro 
areas where local law enforcement had entered 
into 287(g) agreements to share data with and 
cooperate with immigration enforcement.333 

3. Surveillance drives people to avoid  
health care.
Concerns about data sharing between hospitals 
or clinics and government agencies also deter 
immigrants and their families from seeking 
health care. A review of studies that examined 
barriers to health care for undocumented 
immigrants found that a majority of those 
studies report immigrants’ concerns that 
providing documentation or using a health 
care or benefit service could result in them 
being reported to immigration authorities.334

Health care providers also offer anecdotal 
reports about how fears about immigration 
enforcement can impact individuals’ willingness 
to seek care. The Mile High Health Alliance, a 
multi stakeholder collaboration in Denver aimed 
at addressing challenges to health care access, 

conducted a survey of member and partner 
clinics about immigrant and refugee utilization 
of health services beginning in 2017.335 In the 
survey, many clinics reported that patients 
expressed concerns about information sharing, 
which led them to opt out of Medicaid and 
other benefits they were entitled to for fear of 
being in a “government system.” Some patients 
even refused to answer some questions from 
their own doctors, such as questions about their 
country of birth. One patient whose child was 
undocumented spent their appointment asking 
about sanctuary policies that restrict information 
sharing and other forms of cooperation with 
immigration enforcement. 

Denver clinics reported that 
some patients opted out of 
Medicaid for fear of being in a 
“government system.”

The deterrent effect of surveillance has also 
been demonstrated at a larger scale and not 
just among people with precarious immigration 
statuses. A 2015 survey of Latinx U.S. citizens 
found that respondents would be less likely 
to make an appointment at a health care 
provider if immigration were mentioned during 
the scheduling process.336 The effect is even 
more pronounced in those who have seen 
immigration enforcement activities up close. 
Latinx U.S. citizens who knew someone who 
was undocumented or who had been deported 
were found to be more skeptical of the security 
of the information they share with health care 
providers, expecting that it might be shared 
beyond the provider.
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4. Surveillance deters people from  
interacting with the legal system and other 
government entities.
Data sharing among government agencies and 
immigration enforcement has been shown to 
discourage immigrants from interacting with 
government entities and participating in legal 
processes. A survey by the Urban Institute 
showed that families with immigrant members 
were less likely to participate in a number of 
routine activities like applying for a driver’s 
license, talking to police, reporting crime, using 
public transportation and talking to school 
officials for fear of needing to disclose their 
immigration status—even though many of those 
institutions are not formally connected to federal 
enforcement.337 

Other studies have demonstrated that the fear 
of data sharing plays a key role in deterring 
immigrants and their families from interacting 
with bureaucratic systems. A survey of Latinx 
immigrants found that respondents reported 
they would be less likely to interact with legal 
and bureaucratic systems if they knew that 
the entities were sharing data with ICE.338 
Specifically, their findings describe the way that 
ICE data sharing chills willingness to report 
a crime to police, testify in court and access 
resources for child care.

People with immigrant family 
members were less likely to 
drive, apply for a driver’s 
license, talk to the police, 
visit a doctor, report a crime, 
use public transportation or 
talk to school officials for fear 
of needing to disclose their 
immigration status.
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C O N C L U S I O N  A N D  R E C O M M E N D A T I O N S

On Feb. 27, 2020, not even a month after  
ICE agents arrested and detained her husband, 
Maribel Cortez walked into the halls of 
the Maryland General Assembly. She was 
accompanied by three of her children and 
representatives from CASA, the immigrant 
rights organization that spearheaded 
efforts to protect immigrants in Maryland 
from the reach of ICE surveillance. 

Maribel testified before committees in both the 
House of Delegates and the state Senate, telling 
her story and working to pass a law to protect 
families like her own. She spoke in Spanish with 
the support of an interpreter from CASA. “This 
has destroyed my children,” Maribel said, through 
tears.339 “For their whole lives, they’ve had their 
father in their lives. And now it’s very difficult for 
them,” she told The Washington Post.340

Maribel Cortez testifying at the Maryland General Assembly. (Photo: Erin Cox/The Washington Post via Getty Images)



6 6American Dragnet

Maribel’s story encouraged lawmakers to act. A 
year and one month to that day, the Maryland 
General Assembly passed the Maryland Driver 
Privacy Act, a bill that will end ICE’s warrantless 
access to Marylanders’ data.

Remarkably, what Maribel did in Annapolis, 
Maryland, that day, other immigrants have 
done across the country in Albany, New York; 
Denver; the district; Honolulu; Montpelier, 
Vermont; Olympia, Washington; Richmond, 
Virginia; Sacramento, California; Salem, New 
Hampshire; Santa Fe, New Mexico; Springfield, 
Massachusetts; and Trenton, New Jersey—arm 
in arm with organizations like the Immigrant 
Defense Project, Just Futures Law, the Legal 
Aid Justice Center, Make the Road New York, 
Mijente and NILC. 

The following recommendations are inspired by 
the bravery of the communities that continue 
to fight against mass deportation and have 
been crafted in consultation with leaders in the 
immigrant rights movement and other experts. 

A .  C O N G R E S S

1. Congress should reform U.S. immigration 
laws to radically reduce the number of people 
who can be subjected to deportation.
The best and ultimately perhaps the only way 
to take apart ICE’s dragnet is to take apart 
the laws on the basis of which the executive 
branch targets hundreds of thousands of people 
(primarily poor people and people of color) 
for deportation every year. Congress could 
significantly reduce the number of people 
subject to deportations by creating a pathway 
to citizenship for undocumented people 
and by dramatically reducing the grounds 
of removability that are based on criminal 
legal involvement. To build an additional 
bulwark, Congress could enact a statute of 

limitations on deportations. Most crimes and 
civil offenses cannot be prosecuted after five 
years. Incongruously, however, a person can 
be deported from this country via a process 
in which they are not legally guaranteed an 
attorney, despite having lived here, built a family 
and paid taxes over the course of decades. 
Immigrant rights organizations have put forth 
a number of legislative frameworks over the last 
decade that would accomplish these reforms 
among many important others.341 While these 
proposals do not address surveillance itself, they 
are the most direct way to undercut ICE’s claims 
of broad surveillance authority.

2. Congress should protect the privacy of 
people who trust the federal government with 
their data. 
The federal government runs a series of 
programs that actively solicit undocumented 
people, many of whom are in trauma or under 
duress, to provide federal agencies with a wide 
variety of highly sensitive personally identifying 
information. 

Congress must broadly prohibit the government 
from using data solicited from people, for the 
purpose of providing benefits and services, to 
carry out deportations. Such a policy could be 
modeled on the federal laws protecting the 
confidentiality of census data, the gold standard 
for protections of sensitive data the federal 
government solicits from the people.342 Critically, 
those laws prohibit the use of census data for 
nonstatistical purposes and broadly mandate 
that “[i]n no case shall information furnished [to 
the Census Bureau] be used to the detriment of 
any respondent or other person to whom such 
information relates,” with a narrow exception 
for violations of the census rules themselves.343 
Congress should achieve those protections via a 
wraparound statute; until that passes, Congress 
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should do so through restrictions on the usage 
of funds in appropriations bills, and the DHS 
should do so via policy. 

At a minimum, Congress should amend the 
laws governing these programs to prohibit 
immigration enforcement’s use of the specific 
data that the programs generate. Congress 
should amend the following laws in this way:

•	 TVPRA, 8 U.S.C. § 1232, which protects 
unaccompanied children;

•	 the federal statutes creating T and U visas 
for victims of trafficking and other crimes, 8 
U.S.C. § 1101(a)(15)(T) & (U);

•	 the federal tax privacy laws, 26 U.S.C. § 
6103; and

•	 the Higher Education Act’s privacy 
provisions for data from federal financial aid 
forms, 20 U.S.C. § 1090(a)(3)(E).

President Biden or the DHS secretary could also 
enact additional privacy protections for DACA 
applicants and other forms of temporary status 
or deferred action through executive order or 
department policy. 

3. Congress should stop ICE’s use of  
DMV data.
Congress passed the DPPA before the 
modern era of mass surveillance and mass 
deportation. The act passed in 1994—
three years before the U.S. began removing 
approximately 100,000 people annually, nine 
years before ICE was created and 15 years 
before ICE began deporting roughly 0.1% 
of the American population every year.344 

ICE has not hesitated to use the broad carve-
outs for government agency access in the DPPA 

to warrantlessly scan the faces of an astonishing 
number of Americans and to search through 
the address information of most U.S. residents. 
Congress should update the DPPA to prohibit 
or require a warrant or court order for any law 
enforcement use of DMV data for immigration 
purposes. 

4. Congress should conduct aggressive 
oversight of ICE surveillance. 
While specific members of Congress have begun 
to pressure ICE through oversight letters, no 
congressional committee or subcommittee of the 
many ostensibly charged with overseeing ICE 
has held a hearing devoted to this subject. There 
also has not been any GAO investigation into 
ICE’s vast surveillance arsenal. 

That must change—and it can change quickly. 
Committee and subcommittee chairs do not 
need a majority or supermajority vote to force 
ICE to answer for its surveillance abuses and 
the vast secrecy that surrounds them. Potential 
subjects for a hearing or GAO report include:

•	 whether there exists any legal basis, given 
the absence of any explicit authorization in 
statute or regulation, for ICE’s surveillance 
practices;

•	 how ICE sidesteps state laws protecting the 
data of drivers and other residents;

•	 whether ICE’s dragnet surveillance and data 
sharing violates the Fourth Amendment or 
any other constitutional provision;

•	 how ICE’s reliance on data brokers evades 
public scrutiny and helps the agency 
circumvent statutory and constitutional 
privacy protections; 
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•	 how ICE currently uses biometrics, including 
face recognition, fingerprints and DNA, and 
how it plans to use them in the future;

•	 the practical and ethical ramifications of 
ICE’s use of gas, electric, water, phone and 
internet records to target deportations; and

•	 the taxpayer expense of ICE surveillance.

The wide range of concerns raised by ICE 
surveillance should make it possible for any 
number of congressional committees and 
subcommittees to engage on this topic through a 
hearing or a request for a GAO investigation. 

Congress should also require detailed public 
reporting about ICE’s surveillance programs as 
part of the annual appropriations process. 

B .  D H S  &  I C E

1. ICE should end all dragnet surveillance 
programs.
ICE agents have run or obtained face 
recognition searches on the faces of at least  
1 in 3 adults. They have hired a company that 
tracks vehicle movements of the residents 
of America’s 50 largest cities—a majority of 
the U.S. population. They have hired another 
company to give them the utilities records 
of a majority of the U.S. population. 

Run in secret, even to the most senior members 
of Congress charged with conducting oversight of 
the agency, those actions undermine even basic 
notions of balance of powers, corrode public trust 
and fly in the face of the Fourth Amendment. 

Reps. Raja Krishnamoorthy (D-IL) and Jimmy Gomez (D-CA) pressed Thomson Reuters and Equifax for more information on their 
sale of utilities customers’ data to ICE. (Photos: Tom Williams / Pool via Getty Images (L, R))
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All of ICE’s surveillance programs should  
be placed under piercing scrutiny. However, 
ICE should immediately terminate all dragnet 
surveillance programs—both ICE-led and  
obtained from data brokers—that 
indiscriminately collect data on as many people 
in the U.S. as possible. Programs that ought 
to be characterized as this type of especially 
problematic dragnet surveillance include at 
least (1) the practice of scanning driver’s license 
photos for immigration enforcement purposes; 
(2) the bulk collection of address information 
and other records from DMVs and utility 
companies; and (3) the bulk collection of license 
plate photos capturing the movement of drivers 
in major U.S. metropolitan areas; the purchase 
of bulk data sets containing any of the above 
information from corporate data brokers. 

2. ICE should stop using face recognition for 
immigration enforcement.
In May 2020, ICE issued a Privacy Impact 
Assessment asserting that “Enforcement and 
Removal Operations (ERO) will not use and 
HSI will not support ERO in using [face 
recognition systems] solely in furtherance 
of civil immigration enforcement.”345 This 
statement would appear to still allow ICE to 
use face recognition to freely target roughly 
4 in 10 undocumented people who entered 
the country without inspection or any other 
immigrant who was alleged to be involved 
in any other crime, however minor.346 Those 
offenses would justify scans of the faces of 
millions of Americans, native- and foreign-
born, documented and undocumented alike. 

In 2021, face recognition algorithms have 
been found to be rife with race and gender 
bias—by the federal government itself.347 
They have been used in ways that obviously 
violate basic principles of privacy and due 

process.348 They have resulted in the wrongful 
arrests or accusations of several people without 
legal basis, many of whom were people of 
color.349 ICE should not use that tool for 
any kind of immigration enforcement.

3. ICE should stop exploiting people’s need 
for water, heat, electricity, phone or internet to 
target them for deportation.
There is now a broad body of evidence-based, 
peer-reviewed research showing that immigrants 
avoid basic services like health care, not just 
for fear that they will be arrested on-site 
but also because they fear their data will be 
shared with the federal government and that 
their information will be held in government 
systems.350

People need heat, water and electricity to 
survive. They need the internet and phone lines 
to maintain their livelihoods and connect with 
their communities. Yet we now know that nearly 
200 million adults have had their addresses and 
other information shared with ICE as a result 
of their opening accounts for water, gas, electric, 
phone or internet service.351 DHS should 
immediately issue a clear prohibition against the 
use of this data in immigration enforcement.

4. ICE should disclose surveillance 
investments and programs to members of 
Congress and key state officials.
The chairs of key congressional committees have 
learned of vast ICE surveillance programs from 
the newspaper. So have state legislators, who are 
responsible for authorizing and voting to finance 
many of the state databases that ICE uses. 
One in 3 adults have had their faces scanned 
by or at the request of ICE—all without their 
knowledge.352

This is not acceptable. It is also incompatible 
with basic principles of democratic governance. 
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At a bare minimum, ICE should regularly brief 
the members and staffs of key congressional 
oversight committees and subcommittees, 
including:

•	 the Senate Homeland Security & 
Government Affairs Committee; 

•	 the Senate Judiciary Committee, 
including the Subcommittee on 
Immigration, Citizenship & Border 
Security and the Subcommittee on 
Privacy, Technology & the Law;

•	 the House Homeland Security Committee;

•	 the House Judiciary Committee, 
including the Subcommittee on 
Immigration & Citizenship; and

•	 the House Committee on 
Oversight & Reform.

ICE should also brief the governors and key 
legislators in states where ICE is conducting 
surveillance. ICE commonly notifies state and 
local officials before large on-site enforcement 
actions targeting several hundred people. When 
ICE engages in dragnet surveillance programs 
that ensnare millions of the state’s licensed 
drivers, for example, they should tell state 
officials about it.

5. The DHS inspector general should issue 
regular public reports on ICE surveillance 
activities. 
Briefing legislators alone is not enough; the 
executive branch often has a very different 
sense of what it has disclosed as compared to 
its audience. In 2013, after the press published 
court orders revealing that the National 
Security Agency was collecting substantially all 
Americans’ domestic call records, Obama assured 

the public that “every member of Congress has 
been briefed on this program.”353 The House 
sponsor of the USA PATRIOT Act, Rep. Jim 
Sensenbrenner (R-Wisconsin) immediately 
retorted that, actually, “most” members of 
Congress—including himself—had been left in 
the dark.354

To avoid repeating these mistakes, the DHS 
inspector general should go beyond disclosure 
to members of Congress, governors and state 
legislators by offering annual public reporting. 
At a bare minimum, these reports should 
identify:

•	 the kinds of technologies ICE is using  
(e.g., face recognition, automated license 
plate reader, etc.);

•	 the states and counties in which ICE  
uses them;

•	 the government and commercial databases 
ICE is accessing, the kinds of data held 
within those databases and the number of 
searches within those databases;

•	 the approximate number of individuals 
whose data it has collected or whose data is 
held in the databases accessed; 

•	 the number of individuals who were arrested, 
incarcerated and deported on the basis of the 
information collected or accessed; and 

•	 whether ICE has briefed federal, state and 
local officials about these deployments.

The federal government already releases 
detailed annual reports on where, when and 
for how long it conducts wiretaps; the nature 
of the crimes investigated; and the ultimate 
results of those investigations. That is done 
regardless of the severity of the offense.355
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C .  S T A T E  &  L O C A L  L A W M A K E R S 3 5 6

1. State and local lawmakers must protect 
people who trust them with their data.
When undocumented people apply for a driver’s 
license, enroll themselves or their kids in school, 
register for a COVID-19 vaccination, or rely on 
state or local nutritional assistance programs, 
they do so under explicit or implied promises 
that state and local authorities will not allow for 
their data to be shared, in bulk, with immigration 
enforcement.

State and local governments must offer 
wraparound protections for any data solicited 
from undocumented residents and held by the 
state—not just driver information. What’s more, 
jurisdictions that have already enacted those 
policies should take steps to make them as strong 
as possible. Specifically, policymakers should:

•	 Adopt a policy of data minimization. 
Immigration authorities, data brokers and 
other parties cannot exploit data that does 
not exist. State and local bureaucracies 
should adopt a policy of data minimization, 
collecting only data that is necessary to 
administer services, storing that data for 
the minimum time necessary and designing 
digital record keeping systems with data 
minimization in mind on the front end. 

•	 Focus on the data, not the custodian. Many 
different agencies can have access to the 
same pools of data, including driver records. 
The D.C. Sanctuary Values Act avoids that 
problem by restricting release of personally 
identifying information and other data by the 
“District of Columbia,” rather than naming 
any specific agencies or subagencies.357 

•	 Focus on the purpose of the sharing, not 
the recipient. Naming ICE is both under- 
and overinclusive. Other federal agencies 

(e.g., CBP) regularly engage in immigration 
enforcement, and certain ICE components’ 
work is typically separate from immigration 
enforcement.358 Thus, jurisdictions should 
protect against sharing for the purpose of 
immigration enforcement, not merely against 
sharing to ICE, the entity. One example 
is Maryland’s Driver Privacy Act, passed 
in 2021, which blocks warrantless sharing 
of data with “any federal agency” seeking 
access for the purpose of “enforcing federal 
immigration law.”359

•	 Protect against all forms of information 
sharing, including (1) sharing in response 
to a direct request, (2) database access for 
immigration enforcement officials, and 
(3) the sale or sharing of information to 
data brokers, who in turn give that data 
to immigration enforcement. It is often 
straightforward to address the first two 
modes of sharing, but the third typically 
requires dedicated language. New York’s 
Green Light law is a model in that respect, 
containing a provision that requires any 
entity receiving driver data to certify that 
it will not disclose the information to 
immigration enforcement agencies.360 

•	 Don’t distinguish between “civil” and 
“criminal” immigration enforcement 
for the purposes of privacy protection 
and data-sharing restrictions, because 
federal law criminalizes illegal entry and 
illegal re-entry.361 For example, Hawaii’s 
law allowing undocumented people to 
apply for driver’s licenses institutes a 
simple prohibition against sharing of 
applicants’ data without any carve-outs for 
any kind of immigration enforcement.362
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•	 Ensure that face recognition is clearly 
encompassed by these restrictions. DMV 
photos are sometimes excluded from  
the categories of data protected by state 
privacy laws.363 

•	 Eliminate blanket exceptions for “law 
enforcement” access to state or locally held 
data. Between 2017 and 2019, California 
legislators passed three separate laws to 
prevent state agencies from freely sharing 
driver data with immigration authorities.364 
Unfortunately, they did not amend a separate 
law mandating that “law enforcement 
agencies … shall have access to” the records 
of the California DMV, a provision cited by 
the DMV to defend its apparent sharing of 
driver data with ICE.365 

•	 State and local lawmakers should structure 
their government databases to track ICE 
access and audit those databases regularly 
to identify the routes, frequency and nature 
of that access. 

Any database administrator must be able to 
answer two questions: Does ICE have access to 
this database? If so, how and why has ICE used 
it? In the third decade of the 21st century, there 
is no excuse for a state or local government to 
build a database containing sensitive data that 
does not allow for detailed monitoring to ensure 
it is being accessed by authorized people for 
authorized use.

State and local authorities should regularly audit 
these databases to determine whether, how and 
how often ICE is accessing them. If authorities 
do not run those audits on their own, legislators 
should send oversight letters to state agencies 
demanding that they do so and hold oversight 
hearings to force agency officials to do the work. 

Legislators who press for those audits should 
know that it is unacceptable and unusual for a 
modern database to omit those capacities; if they 
are told otherwise, they should press further. In 
Maryland, for example, legislators were initially 
told that the state’s face recognition system, the 
Maryland Image Repository System, was not 
capable of tracking users by agency. During a 
subsequent site visit, however, the legislators 
learned that the Department of Public Safety 
and Correctional Services was, in fact, capable of 
tracking that data.366

It is unacceptable and unusual 
for a modern government 
database to lack audit trails. If 
legislators are told otherwise, 
they should press further.



State and local lawmakers should block the 
disclosure, sale or resale of utilities data for use 
in immigration enforcement.

Gas, water and electric utilities are largely 
regulated at the state and local level through 
statutes, ordinances and oversight by public 
utilities commissions. State and local 
governments also often have protections for 
telephone and internet data that supplement 
federal law.369 State and local authorities 
should prohibit the disclosure, sale or resale 
of that data for immigration purposes. 

A few states have good standards that apply to 
a specific utility (e.g., gas or electricity). Not 
one state or territory has enacted meaningful 

wraparound privacy protections for all utilities. 
In enacting those protections, state and local 
authorities should:

•	 Restrict disclosure to data brokers, not 
just the government. ICE usually gets 
access to utilities data through data brokers, 
rather than direct requests to companies. 
Laws must protect against disclosure of the 
data to third-party companies, not just the 
government. 

•	 Avoid blanket carve-outs for credit 
reporting and evaluation. Data disclosed to 
a credit agency for credit purposes can easily 
be redisclosed for immigration enforcement. 
Indeed, the entity that created the database 
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S I D E B A R  4 .  

F E D E R A L  P R O H I B I T I O N S  O N  S T A T E  A N D  L O C A L 

“ S A N C T U A R Y ”  L A W S

There is no federal law that limits or prohibits a state or locality from 
establishing restrictions on the collection, retention or disclosure of residents’ 
name and address information. One federal law, 8 U.S.C. 1373, purports to 
prohibit a state or locality setting limits on information sharing related to a 

resident’s “citizenship or immigration status.”367 But that law’s constitutionality 
remains unsettled368 and by its own terms does not extend to restrictions on 
collecting, retaining or sharing a resident’s name and address information.
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accessed by Equifax to disclose utilities 
data to Thomson Reuters, and subsequently 
to ICE, is a credit reporting agency.370 
Unfortunately, state privacy laws governing 
utilities are rife with these loopholes.371 

•	 Protect against all forms of disclosure. 
The pathway of utilities data to ICE 
appears to have involved utilities voluntarily 
sharing (rather than selling) data to 
NCTUE, which in turn disclosed the 
data to Equifax, which then disclosed it to 
Thomson Reuters, which then disclosed 
it to ICE. Any law that prohibits only 
“sale” of that data rather than any form of 

disclosure or that does not address resale 
or redisclosure of the data will fall short. 

•	 Be sure to protect customer addresses. 
Many utility privacy laws focus on usage 
data. Unfortunately, some of those laws are 
unclear on whether addresses are protected.372 

Connecticut privacy laws for gas companies 
offer a rare model for what an ideal statute 
might look like. The laws prohibit sharing with 
most third parties, closely limit the sharing that 
does occur, contain no blanket exceptions for 
credit reporting and protect against all forms of 
sharing—not just sale.373 
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Since Biden took office in early 2021, not much 
has changed about the scope of ICE surveillance. 
The agency’s contracts for automated license 
plate readers, public records databases, face 
recognition technology, geolocation tracking 
and systems for data visualization and analysis 
have each been sustained, renewed and—in 
some cases—enlarged. Government policies 
and agreements that allow unchecked access 
to state databases still remain in place. Instead 
of dismantling what was inherited, Biden and 
Congress have maintained the immigrant 
surveillance state. 

Before the election, the Biden campaign 
promised “sensible enforcement priorities,” 
writing that “no one should be afraid to seek 
medical attention, go to school, their job, or 
their place of worship for fear of an immigration 
enforcement action.”374 Nearly one year 
later, Biden has taken some steps to reduce 
deportation, and the number of immigration 
arrests are at their lowest level in a decade.375 
But the administration has not yet used the 
considerable power of the executive to curtail 

the large-scale surveillance activities that ICE 
is engaging in every day, posing immediate 
risks to the safety and well-being of immigrant 
communities across the country. 

Regardless of whether this particular 
administration uses surveillance to carry out 
four or 400,000 deportations this year, the 
existence of ICE’s surveillance apparatus is itself 
a serious problem. Just as there is no statute 
or regulation explicitly authorizing the federal 
government to use mass surveillance to carry out 
deportations, there is no statute or regulation 
requiring the federal government to use the 
information gathered from such surveillance 
only for deportation. ICE surveillance should 
concern you, if not because you care about 
what may happen to immigrant communities 
or to public trust in government institutions or 
to privacy rights or to the balance of political 
power in our democracy, then because you 
care about what may happen to you and to the 
people you love if someone goes looking for you 
in the American dragnet. 
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A P P E N D I X

A P P E N D I X  A :  
D E T A I L E D  P R O C U R E M E N T  A N A L Y S I S  M E T H O D O L O G Y

A .  D A T A  S O U R C E S

We surveyed all ICE contracts from January 
2008 to September 2021—40,715 unique ICE 
contracts, totalling 108,873 transactions.376 We 
downloaded ICE contract information from 
USAspending, the federal government’s “official 
source for spending data.”377 In cases where ICE 
closed out a surveillance contract during our 
review period without spending more money on 
it, we excluded the contract. 

There are some limitations with the reliability 
of this dataset.378 For example, we do not have 
access to ICE’s actual payouts.379 We instead  
used USAspending data that tracks ICE’s 
promises to spend funds, which are known  
as obligations.380 For a closed contract, the total 
obligation should equal the real-world total ICE 
spent, but any open contract we reviewed might 
change in value. Furthermore, ICE provides its 
award spending data to the Federal Procurement 
Data System data, shared on USAspending, 
and agency mistakes can lead to misreported 
values.381 Our data is current as of  
September 2021.382

B .  M E T H O D O L O G Y

1. Overview
To identify and analyze ICE spending on 
surveillance technologies, we reviewed ICE 
award transactions listed on USAspending, 
the official source of federal spending 
information.383 We identified ICE spending 
transactions that were likely for surveillance 

technologies and categorized them under 
six functionalities: geolocation, biometrics, 
data analysis, data brokers, government 
databases, and telecommunications.384 

2. Identifying Surveillance Awards
We took two approaches to identifying 
surveillance awards. With the first approach, we 
started with a list of known surveillance tools and 
identified the ICE awards for those tools. With 
the second, we started with a set of ICE awards 
and looked into the ones that we suspected were 
for surveillance tools. 

For our first approach, we assembled a list of 
known ICE surveillance vendors. We reviewed 
DHS/ICE’s Privacy Impact Assessments (PIAs) 
and System of Record Notices (SORNs), which 
are some of the only public-facing documents 
that DHS makes available about its initiatives. 
We downloaded each PIA and SORN from 
the DHS/ICE website archive and read the 
documents for mentions of technologies covered 
in our functionality categories. Almost none 
of the PIAs or SORNs related to a particular 
contract but rather gave general information of 
existing ICE initiatives, projects or programs 
(e.g., LeadTrac, RAVEN, VISA, etc). We 
later connected initiatives and programs to 
certain contracts through alternative means. 
We also gathered the names of known ICE 
surveillance vendors from reports published by 
organizations like NILC, Mijente, TechInquiry 
and Top10VPN.385 Lastly, we conducted 
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keyword searches on search engines to identify 
names of other ICE surveillance programs and 
technologies.

For our second approach, we read through 
thousands of awards, flagging those that 
we suspected were related to surveillance 
functionalities.386 We flagged awards for software 
that contained surveillance-related keywords 
(e.g., “biometric”), awards that were labeled 
under a possibly surveillance-related category 
(i.e., had a product code for “Information 
Retrieval”) or had other fields that stood out. 
Then, we conducted online keyword searches of 
suspected surveillance contracts by their contract 
award number, the contracting companies, and 
the product or service provided. Those searches 
yielded company websites, media coverage and 
other information that helped us create a list of 
vendors and their surveillance products. 

For any vendor that we identified as a 
surveillance vendor, we searched for its other 
ICE awards using its unique identifier, known 
as a DUNS number. We then reviewed each of 
the company’s ICE awards, adding awards that 
matched our functionality categories. In cases 
where the vendor predominately sells technology 
falling under a functionality, we included all its 
ICE awards in our list. Moreover, since ICE may 
make more than one transaction for any award, 
whenever any spending transaction associated 
with an award that was likely surveillance related, 
we included the entire award in our final list. 

3. Categorizing Awards
Many ICE awards were for technologies that 
provided multiple surveillance functionalities. 
For example, ICE uses some technologies that 
cut across categories, such as cell-site simulators 
that intercept communications (telecom 
interception) to track people (geolocation).387 

To decide on one functionality, we relied on a 
contract’s labeled product or service category. 
Contract awards are assigned codes from the 
North American Industry Classification System 
(NAICS), a federal standard for classifying 
businesses,388 and a Product Service Code (PSC), 
a Federal Procurement Data System (FPDS) 
standard for describing products and services.389 
When analyzing the contracts that fell under our 
functionality categories, we noticed patterns in 
how NAICS and PSC codes were assigned. For 
example, FPDS assigned the PSC “Web-based 
Subscription” for many of the ICE contracts 
we categorized as data brokers. As a result, we 
treated the PSC code “Web-based Subscription” 
as a signal that an award may best belong under 
the data broker functionality. 

4. Automated Contract Analysis 
Our manual review of ICE transactions 
yielded an initial dataset of ICE surveillance 
transactions, but the approach was time-
intensive. To evaluate more contracts and to 
find contracts we missed on our first pass, we 
trained a model to identify contracts with a high 
probability of being surveillance related. We 
then manually reviewed each contract flagged 
by the model. The model complemented our 
manual review and flagged vendors, products and 
services that we did not identify in our first pass, 
for reasons such as irregular spelling in the award 
description. Using the model to aid our process 
also allowed us to analyze a significantly larger 
number of contracts and identify more instances 
of ICE surveillance spending.
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5. Standardizing Contractor Names 
•	 Removing duplicates

ICE often fails to keep to a standard 
when recording the names of recipients. 
For example, ICE may record the City of 
Philadelphia, a contractor, as “philadelphia 
city of,” “philadelphia, city of,” or simply 
“Philadelphia.” To standardize recipients’ 
names, we used Open Refine’s key collision 
algorithms to fuzzy-match and merge 
names.390 We then supplemented that 
automatic merge with manual corrections. 

•	 Listing Contractors by Their Parent 
Company
Attributing a contract to a vendor 
is not always straightforward. Some 
companies obscure their ICE contracts 
by providing services through shell or 
child companies. Companies also change 
names or acquire or merge with smaller 
companies. To disentangle this web, we 
refer to award recipients by their present-
day parent company names, current as 
of October 2021. To connect vendors to 
their parent companies, we used a vendor 
mapping developed by TechInquiry.391 

6. Calculating Total Spending
Our report tracks the cumulative amount ICE 
spent over 12 years. Because awards frequently 
do not record cumulative spending on the 
contract, we recalculated the running total 
values of all surveillance awards. To compute the 
running sum of an award’s value each year, we 
summed each award’s yearly transactions—the 
“federal action obligations” in a running sum. 

7. Limitations
a. Undercounting contracts
By erring on the side of caution, we may 
have undercounted ICE’s surveillance 
contracts. Even after significant research, 
we were unable to make out whether some 
contracts had a categorizable surveillance 
purpose. For example, we excluded an ICE 
purchase of “scanners”392 because the vendor 
sells both image scanners and fingerprint 
scanners. 

b. Overcounting contracts
We also may have overcounted surveillance 
awards as a consequence of ICE’s opaque 
reporting practices. ICE seldom discloses 
enough information to tell what the 
agency is purchasing or how its agents 
will use it. For example, ICE described 
one purchase as “required for electronic 
surveillance operations.”393 Not only is 
the award ambiguous, but the vendor sells 
many kinds of surveillance technologies, 
including those our report does not track.394 

c. Third-party contractors
Our review does not disentangle providers 
from third-party vendors. For example, we 
listed a HART contract acquiring Amazon 
Web Services under the third-party vendor 
awarded the contract.395 
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A P P E N D I X  B :  
L I S T  O F  I C E  S U R V E I L L A N C E  C O N T R A C T S  A N D 

S P E N D I N G  C A L C U L A T I O N S

To view spreadsheet and calculations, please click here.

https://docs.google.com/spreadsheets/d/13tgqtWRYkyAg9YwXC4mDbITMrA2HmY9d2g2r1OXl6tY/edit?usp=sharing
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A P P E N D I X  C :  
S A M P L E  R E C O R D S  R E Q U E S T S

A .  S A M P L E  R E Q U E S T S  T O  S T A T E  D M V S

1. Request to State DMVs for Records on Direct Searches and Nlets 

[Date] 
[Agency Address]

Re.: Records Request

Open Records Officer:

The Center on Privacy & Technology, a think tank based at the Georgetown University Law Center, is 
conducting a survey of departments of motor vehicles concerning agency information sharing practices.

Pursuant to [State Records Request Law and citation], we request the following records.

Records Requested

Please provide copies of the following records related to information sharing since 2015:

1.	 Requests received from U.S. Immigration and Customs Enforcement (ICE) seeking driver information, 
including requests for driver address information.

2.	 Agreements or memoranda of understanding signed with ICE or the U.S. Department of Homeland 
Security concerning access to driver information, including access to driver address information.

3.	 Policy documents, including guides, manuals, or other memoranda, containing procedures for using  
Nlets to share driver information, including driver address information.

This request is made on behalf of a not-for-profit organization whose mission is to advance the field of 
privacy and technology policy and to train law students from around the county in this field. Because of our 
not-for-profit status and the fact that this request is about a matter of public concern, we request a fee waiver. 
If such a waiver is denied, please inform us in advance if the cost will be greater than $50.

According to [State Records Request Law], a custodian of public records shall comply with a request  
[within X business days of receipt/timeframe specified in the law]. Please furnish responsive documents to 
[name and contact information] or:

[mailing address]

If you have any questions or if you cannot comply with this request in the statutory time period,or if this 
request is misdirected, please contact me at [contact information]. Thank you for your prompt attention to 
this matter.

Sincerely, 
[name]
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2. Request to State DMVs for Information about Database Access and Face Recognition Searches

[Date] 
[Agency Address]

Re.: Records Request

Open Records Officer:

The Center on Privacy & Technology, a think tank based at the Georgetown University Law Center, is 
conducting a survey of state agency information sharing with data broker companies.

Pursuant to [State Records Request Law and citation], we request the following records.

Records Requested

Please provide copies of the following records related to facial recognition since 2015:

1.	 Requests received from the U.S. Department of Homeland Security, including its components U.S. 
Immigration and Customs Enforcement, and U.S. Customs and Border Protection, to run facial 
recognition searches or internal logs recording DHS facial recognition searches, and any materials 
sent to DHS in response to these requests and/or searches.

2.	 Agreements or memoranda of understanding signed with the U.S. Department of Homeland 
Security, including its components U.S. Immigration and Customs Enforcement and U.S. Customs 
and Border Protection, permitting the agency to run or request facial recognition searches.

Please provide copies of the following records related to information sharing with data broker  
companies since 2015:

3.	 Contract documents, including purchase orders, invoices, licensing agreements, non-disclosure 
agreements, or other procurement, service, or maintenance agreements with Giant Oak, IHS 
Markit (previously d/b/a RL Polk), Thomson Reuters (including its subsidiary, West Publishing 
Corporation) and RELX (including its subsidiary, LexisNexis).

4.	 Marketing materials advertising products or services offered by Giant Oak, IHS Markit (previously 
d/b/a RL Polk), Thomson Reuters (including its subsidiary, West Publishing Corporation) and 
RELX (including its subsidiary, LexisNexis).

This request is made on behalf of a not-for-profit organization whose mission is to advance thefield of 
privacy and technology policy and to train law students from around the county in this field. Because of 
our not-for-profit status and the fact that this request is about a matter of public concern, we request a 
fee waiver. If such a waiver is denied, please inform us in advance if the cost will be greater than $50.

According to [State Records Request Law], a custodian of public records shall comply with a request 
[within X business days of receipt/timeframe specified in the law]. Please furnish responsive documents 
to [name] at [contact information] or:

[mailing address]

If you have any questions or if you cannot comply with this request in the statutory time period, or if this 
request is misdirected, please contact me at [contact information]. Thank you for your prompt attention 
to this matter.

Sincerely, 
[name]
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B .  S A M P L E  R E Q U E S T S  T O  U T I L I T Y  P R O V I D E R S

[Date] 
[Agency Address]

Re.: Records Request

Open Records Officer:

The Center on Privacy & Technology, a think tank based at the Georgetown University Law Center, is 
conducting a survey of public utility companies about the sale or transfer of utility customer information 
to credit reporting agencies.

Pursuant to [State Records Request Law and citation], we request the following records.

Records Requested

Please provide copies of the following records since January 2015:

1.	 Contract documents, including purchase orders, invoices, licensing agreements, non-disclosure 
agreements, or other correspondence, procurement, service, or maintenance agreements with Equifax, 
Experian, and Transunion.

2.	 Policy documents, including guides, manuals or other memoranda, containing procedures for 
conducting a credit check or an identity verification on prospective or existing customers.

This request is made on behalf of a not-for-profit organization whose mission is to advance the field of 
privacy and technology policy and to train law students from around the county in this field. Because of 
our not-for-profit status and the fact that this request is about a matter of public concern, we request a 
fee waiver. If such a waiver is denied, please inform us in advance if the cost will be greater than $50.

According to [State Records Request Law], a custodian of public records shall comply with a request 
[within X business days of receipt/timeframe specified in the law]. Please furnish responsive documents 
to [name] at [contact information] or:

[mailing address]

If you have any questions or if you cannot comply with this request in the statutory time period, or if this 
request is misdirected, please contact me at [contact information]. Thank you for your prompt attention 
to this matter. 

Sincerely, 
[name]
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A P P E N D I X  D :  
U T I L I T Y  P R O V I D E R S  T H A T  H A V E  L I K E L Y  P A R T I C I P A T E D  I N  N C T U E

1.	 AT&T396

2.	 DIRECTV397

3.	 Verizon398

4.	 Sprint399

5.	 Citizens Communications Inc.  
(now Frontier)400

6.	 Broadwing Communications Inc.401

7.	 Dish Network402

8.	 American Electric Power403

9.	 Baltimore Gas & Electric404

10.	Southern Company405

11.	Georgia Power406

12.	PSNC Energy (now North Carolina Gas)407

13.	Scana Energy408

14.	Piedmont Natural Gas409

15.	Citizens Energy410

16.	Nevada Energy411

17.	Consumers Energy Company412

18.	Miami-Dade County Water and  
Sewer Department413

Evidence also indicates that the following 
utility providers have not been or are no longer 
members of NCTUE:

1.	 Duke Energy414

2.	 Minnesota Energy Resource Corporation415
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